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1. Introduction  

 

1.1. Risk assessment is an important tool for management to use in evaluating the 

vulnerabilities and associated threats based on executive, legislative, departmental, and 

guidelines of the processes and systems that they manage, and in determining the 

potential for loss or harm to organizational operations, mission, and stakeholders. It 

provides management with the capability to provide an adequate level of protection for 

applications and systems; satisfy oversight organizations and establish an acceptable 

level of risk. 

 

1.2. Risk can be minimized by the application of controls.  The decision as to what level risk 

will be accepted will be based on management review of the identified control measures 

needed to mitigate risk versus the potential impact of implementing those controls on 

available resources and system operations.  

 

1.3. Risk assessment identifies the current level of risk for the application and provides risk 

mitigation recommendations for management review.  It serves as the primary access 

control function for numerous critical applications and the loss of system availability 

and/or integrity that could have a debilitating impact on the organization’s mission.  The 

sensitivity level of the system and of the information stored within, processed by, or 

transmitted by the system reflects the value of the system to the organization and has 

been used as the basis for implementing the necessary controls measures for systems, 

activities, procedures and processes.  

 

1.4. Good governance is the means of ensuring due and adequate control over the strategy 

and direction of any organisation.  

 

1.5. Internal Audit has been providing support to the management in areas of risk 

management. This is done in accordance with the ELRC Risk Management Framework 

and the King IV. Internal Audit role has been more on facilitating and providing guidance 

regarding risk identification, evaluation and identifying mitigating controls already in 

place.  

 

1.6. The implementation of risk management and embedment into the day to day activities is 

the responsibility of management.  

 

1.7. As per the risk profile, there are risks that will need action plans to further reduce the 

likelihood of such risks to occur as well as to develop contingency plans where applicable 

to demonstrate the ELRC’s readiness to deal with the impact in the event risks manifest.   

 

2. Purpose of the document 

 

2.1. The report presents the outcome of the risk assessment performed for the Council. The 

process entailed confirming the ELRC’s objectives, categorizing the risks, assessing the 

assumptions made, evaluating perceptions and judgments about the Council’s risks. The 

related controls were identified and confirmed by participants during the workshop and 

meeting.  
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2.2. Internal Audit responsibility was limited to facilitating the risk assessment process. Our 

facilitation included documenting the participants’ views, opinions and outlook on risks 

within the ELRC. 

 

3. King IV Report on Corporate Governance 

 

The King report state that the governing body should govern risk in a way that supports 

the organisation in setting and achieving its key objective.  

 

The recommended practices for the governing body are: 
 

 Assume responsibility for the governance risk by setting the direction for how risk should 

be approached and addressed in the organisation.  

 Treat risk as integral to the way it makes decision and executes its duties. 

 Evaluate and agree the nature and extent of the risks that the organisation should be 

willing to take in pursuit of its key objectives. 

 Approve policy that articulates and gives effect to its set direction of risk. 

 Delegate to management the responsibility to implement and execute effective risk 

management. 

 Exercise ongoing oversight of risk management and, oversee that it results in the 

following: 

- An assessment of risks and opportunities emanating from the context in which the 

organisation operates and the capitals that the organisation uses and effects. 

- As assessment of the potential upside, or opportunity, presented by risks with 

potentially negative effects on achieving organisation objectives. 

- An assessment of the organisation’s dependence on resources and relationships as 

represented by the various forms of capital. 

- The design and implementation of appropriate risk responses. 

- The integration and embedding of risk management in the business activities and the 

culture of the organisation. 

 

4. Risk Cycle  

 

The risk cycle is graphically depicted below: 
 

Figure 1 
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Awareness 

4.1. The objectives of the awareness phase are to: 
- Provide management with an understanding of the  

risk assessment process, methodology,  
deliverables and their involvement. 

- Create an awareness of the opportunity that the  
methodology and technology present for better risk  
management in the organisation. 

- Obtain management buy-in of the benefits of the risk  
assessment process. 

- Confirm commitment and an implementation plan to  
be followed. 

 

Improvement 

4.2. The objectives of the improvement phase are to: 

- Develop agreed management actions for 
unacceptable and cautionary residual risk 
exposures where the existing controls are 
inadequate. 

- Communicate results to management and staff for 
managing the risks via the agreed action plans and 
controls. 

- Perform control assurance activities whose main  
purpose is for management to test the 
effectiveness of their own controls and determine 
potential for control improvements. This process 
may also involve review by consultants/ auditors. 

 
Analysis 

4.3. The objectives of the analysis phase are to: 
- Rate the respective risks. 
- Identify and rate existing controls in  
- mitigating the risks to arrive at the residual  
- risk. 

 
Monitoring 

4.4. The objectives of the monitoring phase are to: 

- Follow-up and monitor the implementation of action 
plans agreed upon; and 

- Amend risk profiles if significant changes occur. 

 

5. Scope and Methodology 
 

5.1. The scope of this risk assessment assessed the use of resources and controls 

(implemented or planned) to eliminate and/or manage vulnerabilities exploitable by 

threats internal and external to the Council. 

 

5.2. The risk assessment was conducted in the form of workshops. The participants for key 

risk assessment sessions were senior and middle managers. 

 

5.3. The following were the objectives of the workshop: 

 Promote the awareness of risk management within the organisation; 

 Identify risks which could hinder the achievement of the key objectives; 

 Prioritise and assess the impact and likelihood of all the risks identified; 

 Identify and confirm key controls; 

 Rate the residual risks (risk after controls); 

 Identify risk owners; and 

 Determine timeliness on implementing action items. 

 

5.4. The following business units and areas participated in the sessions that took place during 

February 2020: 

 Finance, 

 Supply Chain Management, 

 Dispute Management Services, 

 Collective Bargaining Services, 

 Human Resource Management, 

 Research and Media,  

 Information Communication Technology, and 

 Executive Committee. 
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5.5. During the risk assessment process, participants were asked to identify the high level, 

holistic business risks that duly impact ELRC efforts in achieving its key objectives. 

 

5.6. Based on the documents provided, the facilitator used the prior year risk register (risks 

were carried forward to the current year) and other documents such as prior internal and 

external audit reports, key plan and annual performance plan in preparation.  

 

5.7. Participants, as business process owners provided their inputs and additional 

information that was finally used to develop risk registers. 

 

5.8. The following depicts the risk assessment process followed: 

 
Figure 2 

 
 

5.9. The participants were taken through the risk assessment process to ensure that they 

understood the “Why”, “Where”, “When”, “What” and “How” certain actions or activities 

could possibly impede on the achievement of the Council objectives. They had to first 

understand the terminology being used during the risk assessment process. 
 

6. Risk Terminology  

 

Risk 

6.1. “Uncertain future events that could influence/ degree of uncertainty that an event will 

adversely affect the achievement of an organization’s objectives”. 

 

6.2. The risk rating guide below was used as for purposes of rating risks. 

 

6.3. Each risk is evaluated in terms of potential loss, likelihood of occurrence and the 

effectiveness of controls in place to manage the risks per the criteria set down below. 

 
The Impact 

6.4. This is the potential magnitude of the impact on the ELRC’s operations should the risk / 

threat occur.  

 

Objective 
Confirmation

Risk 
Identification

Inherent Risk 
Rating

Identification 
of Existing 
Controls

Residual Risk 
Rating

Further 
Action Plans
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6.5. No account of existing controls is taken into consideration in assessing the impact of 

risks.  

 

6.6. The impact was categorized into 5 different levels, namely: 
  

Insignificant Minor Moderate Major Server 

 
6.7. For a detailed explanation of the different categories please refer to Annexure B. 
 

The Probability of Occurrence 

6.8. This is the likelihood that the identified risk / threat will occur within a specified period of 
time on the basis that management have no specific / focused controls in place to 
address the risk / threat.  

 
6.9. The probability of occurrence was categorized into 5 different levels, namely: 
  

Rare Unlikely Possible Likely Almost Certain 

 
6.10. For a detailed explanation of the different categories please refer to Annexure B. 
 
Inherent Risk 

6.11. Inherent risk is the product of the impact of a risk and the probability of that risk occurring 
before the implementation of any direct controls.  

 
6.12. The score for inherent risk assists management and internal audit alike to establish 

relativity between all the risks / threats identified. Please note that at this stage no 
account is taken of existing controls implemented by management. 

 

6.13. This indicator may be used to assign / measure the level of management effort / 
resources required to control the relevant risks and to determine the level of internal audit 
focus required. 

 
Controls 

6.14. Controls are the processes / functions / programs that Senior Management and the 
General Secretary have put in place, and rely upon, to manage the key and significant 
risks.  

 
6.15. At this key risk assessment workshop, we have limited ourselves to the ranking of the 

perceived effectiveness of these processes. 
 
Perceived Control Effectiveness 

6.16. The participants assessed the control effectiveness based on their understanding of the 
control environment currently in place for the ELRC. This is a measure of how well 
management perceives the control processes to be working and effectively managing 
the risks.  

 
6.17. Processes / controls were categorized into 5 different levels of effectiveness, namely: 
 

Unsatisfactory Weak Satisfactory Good Very Strong 

 
6.18. For a detailed explanation of the different categorized please refer to Annexure B. 
 
 
 



2020/21 Risk Assessment Report   

 

8 

 

Residual Risk 

6.19. This is the score of risk that ELRC is exposed to considering the potential impact of the 
risk, the probability of the risk occurring and the related control processes which are in 
place to manage that risk.  

 
6.20. Residual risk / exposure is therefore the product of the inherent risk and the control 

effectiveness factor.  
 

6.21. This information will assist decision makers in assessing the acceptability of the residual  
risk / exposure and in deciding whether further management action is required to 
effectively control the risk. 

 
Management Actions 

6.22. Based on the relative score of the residual risk / exposure, management will need to 
decide whether they are willing to accept the identified level of residual risk / exposure. 

 
6.23. If the residual risk is considered to be too high, then an action plan will then need to be 

developed outlining the identified action/s to reduce the risk to a level that is more 
acceptable to management and other stakeholders. 

 

6.24. Management actions may include the re-examination of the control design and / or the 
business / quality objective identified earlier in the risk management process. 

 

6.25. The action plans must clearly identify: 

 The required action; 

 The person responsible for implementing the action; and 

 The expected date of implementation. 
 

7. Risk Assessment Results   

 

7.1. The key risks identified by the workshop participants of ELRC were rated and the control 

effectiveness of managing processes and / or persons currently responsible to mitigate 

or manage each of these risks was assessed in terms of perceived control effectiveness. 

 

7.2. The key risks listed are mostly linked to the Collective Bargaining Services whose main 

responsibility is to provide a conducive environment that enables quality teaching and 

learning in the public service. Due to the fact that the unit relies on the positive response 

from bargaining parties to participate in planned programmes, in instances where there 

is non-attendance of meetings, failure to obtain mandates and an impasse between 

parties involved, the unit is unable to deliver on its planned objectives and targets. The 

risk that meetings may not take place, mandates may not be given or there is a change 

in party representation is inherently high. The Council does not have the authority over 

decisions taken by the Employer and other parties, thus resulting in control measures to 

reduce the inherent risk significantly limited to conversations between the General 

Secretary/ Chairperson of Council and related parties. The ELRC Constitution also 

provides for remedial procedures to be followed when there are disagreements or non-

implementation of signed Collective Agreements that the General Secretary should 

employ in order to resolve the issues. 
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7.3. The identified key risks are depicted graphically below in terms of the residual risk 

ranking. Refer to Annexure A for the detailed Risk Register. 

No. Risk Description 

1 Failure to expedite inquiry by Arbitrator for sexual misconduct cases relating to minors 

2 Failure or delays to effectively resolve referrals within the ELRC jurisdiction 

3 Non-implementation of signed collective agreements 

4 Failure to identify and table matters of mutual interest 

5 Corporate funding / going concern 

 

7.4. As per the risk assessment, ELRC is a medium risk environment which implies that the 

risk profile is at a moderate level. It must be noted that in the event adequate/effective 

monitoring does not take place, the risks will materialize resulting in an adverse impact 

towards attainment of objectives. 

 

7.5. 25 risks were identified, of which 05 are key risks and 20 are operational risks.  

 

7.6. The graph below depicts the 5 key risks in terms of inherent rating: 
 

Even if the controls are not yet tested for effectiveness it is important that the Management monitors the 

current controls and mitigating actions to ensure that the risk does not increase to high level. 
 

Figure 1 

  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Failure to expedite 
inquiry by Arbitrator 

for sexual misconduct 
cases relating to 

minors

Failure or delays to 
effectively resolve 
referrals within the 
ELRC jurisdiction

Non-implementation 
of signed collective 

agreements
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7.7. Strategic Risks 

 The figures depicts the strategic risk exposure at both inherent and residual levels. 

 

 

 

0 5 10 15 20 25 30

Corporate funding / going concern

Failure to expedite inquiry by Arbitrator for sexual
misconduct cases relating to minors

Non-implementation of signed collective
agreements

Failure or delays to effectively resolve referrals
within the ELRC jurisdiction

Failure to identify and table matters of mutual
interest

Key Risks

Residual Risk Inherent Risk

5

4

0

1

0

1
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3

4

5

6

Inherent Residual

Risk Exposure

High Medium Low
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7.8. Operational risks 

 

0 5 10 15 20 25

High number of referred cases arising from Collective Agreements (nature)

Misstatement of financial statements (expenses, current liabilities (year-end…

Failure to meet Procurement Plan timelines

Acquisition of goods and services of inflated prices

Irregular, fruitless and wasteful expenditure

System (DMS Application) failure - APP may not perform as expected

Stretching network security to the breaking point away from traditional office…

System outages due to  hardware and software failure.

Negative publicity or public perception that has a adverse impact on the…

Copyright infringement (works, including reports, presentations used without the…

Non-adherence to HR deadlines

Failure to keep accurate  meeting minutes

Failure to comply with business policies and procedure

Non-attendance or postponements of meetings by parties

Misappropriation of assets

Inaccuracy of the reported quarterly and annual performance information

Ineffective PMS process

Over and/or under spending of the budget

Expenses assigned to wrong account number at transaction initiation stage…

Failure to pay suppliers, panellists and 3rd parties within 30 days

Failure of business continuity plan in an event of a natural disaster

Inherent vs Residual

Residual Risk Inherent Risk
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Annexure A 
 Documents\2020 Planning\Risk Register 2021 Assessment Master.xlsx
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8. The Way Forward 
 

8.1. Having completed the organization-wide risk assessment (a key step in the overall risk management 

process), management now needs to focus on ensuring that it understands the risk universe within 

which it operates. Achieving the strategic intent within the risk universe involves identifying what has 

to be managed and ensuring that such management and control actually takes place timely and 

effectively. 

 

8.2. The strategic level risk assessment workshop has provided a basis for commencing the 

implementation of a formal risk management framework for ELRC. 

 

8.3. The next challenge is to develop and implement a structured plan for implementing effective and 

ongoing risk management at the ELRC. 

 

8.4. Implementation of risk management processes is one of the key tools in ensuring acceleration of 

service delivery and improve the quality of education.  

 

8.5. With an ongoing support and monitoring, the following benefits are anticipated to be reaped out of 

implementation of risk management: 

 An increased likelihood of achieving the aims, objectives and priorities,  

 Prioritizing the allocation of resources,  

 Giving an early warning of potential problems,  

 Economic, effective and efficient use of resources, 

 Fraud prevention, and 

 Improvement of audit outcomes. 

 

9. Conclusion  
 

9.1. Risks has been identified and assessed, action plans have been developed to further mitigate risks, 

the real risk management is to implement these action plans and embed management of risks into 

day-to-day activities of the ELRC.
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Annexure B 

 

Risk Model (How do we measure risk) - ELRC RM Framework     
Each risk is evaluated in terms of potential loss, likelihood of occurrence and the effectiveness of controls in place to manage  
the risks according to the criteria set down below: 
   

Risk = Likelihood x Consequence       

            

Likelihood           

Evaluate the likelihood of an incident occurring according to the ratings in the left-hand column.     

Probability 
Factor 

Rating Definition 

Rare 1 May occur somewhere, sometime (“once in a lifetime / once in a hundred years”) 

Unlikely 2 May occur somewhere within the organisation over an extended period 

Possible 3 May occur several times across the organisation or a region over a period 

Likely 4 May be anticipated multiple times over a period 

Almost 
certain 

5 May occur once every few repetitions of the activity or event 

 
Impact/Consequence         

Magnitude impact is the potential loss to the business should the risk materialized, rated as follows:     

Severity 
Ranking 

Rating Continuity of Service Delivery Safety & Environment Financial 

Insignificant 1 No impact on business or core systems  No environmental, safety or health impacts and/or 
negative media coverage  

Minimal or no impact 
on cost  

Minor 2 Brief local inconvenience (work around possible). 
Loss of an asset with minor impact on operations  

Little environmental, safety or health impacts. Limited 
negative media coverage  

Cost increase < 10%  

Moderate 3 Reduction in service delivery or disruption for a 
period between 8 & 47 hours over a regional area  

Lower level environmental, safety or health impacts. 
Negative media coverage  

Cost increase > 10%  

Major 4 Reduction in service delivery or disruption for a 
period ranging between 24 & 48 hours over a 
significant area  

Significant injury of personnel or public. Significant 
environmental damage. Significant negative media 
coverage  

Cost increase > 20%  
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Sever 5 Risk event will result in widespread and lengthy 
reduction in continuity of service delivery to 
customers of greater than 48 hours  

Major environmental damage. Serious injury 
(permanent disability) or death of personnel or 
members of the public. Major negative media coverage 

Leads to termination 
of the project  

 
Effectiveness of Operating Controls 

Control 
Effectiveness 

Control 
Weight 

Description 

Very strong 90% Controls are properly designed and operating as intended. 

Good 75% Controls are properly designed and operating with limited opportunity of improvement. 

Satisfactory 50% Controls are in place with significant opportunities for improvement. 

Weak 25% Limited controls and some of the risk exposure appears to be controlled, but there are major 
deficiencies 

Unsatisfactory 1% Controls measures are ineffective 

 
Threshold (average results)       

Risk Score 
Threshold Interpretation 

  
Suggested Management Action 

Score 13 – 25  High Unacceptable Take immediate action to reduce risk exposure to an acceptable level 

Score 8 – 12 Medium Cautionary Constantly monitor the risk exposure and related control adequacies 

Score 1 – 7 Low Acceptable Duly consider reducing the cost of the control 

 

 

 

 

 

 

 

 

 


