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1.  INTRODUCTION 

 
1.1 The use of IT has become fundamental business resource in organisations. No 

organisation in the world today can function effectively without information 
technology and information systems. Information technology has become such 
critical resource for the success of any business or organisation. 
 

1.2 Investments in information systems hardware, software and 
telecommunications equipment now constitutes significant proportion of all 
capital investment in many organisations. The results of this massive spending 
in information systems and technologies are reflected in the way organisations 
conduct its business. Wireless handhelds, e-mail and online conferencing over 
the internet have all become essential business tools. 
 

1.3 Over the years information technology never received the same level of 
attention than people, money and organisation, some of the main problems 
were performance measurement and accountability due to the lack involvement 
and support from top management performance measurement systems not 
aligned with Council strategic priorities.  
 

1.4 This policy framework provides for effective governance of IT and fulfils their 
legal regulatory and ethical obligations in respect of the Council’s use of 
Information Technology. 
 
Section 1: 
1. Regulatory and Guidance Framework 
1.1 State IT Agency Act 88 of 1998 
1.2 The Corporate Governance of ICT Framework 
1.3  COBIT 19 
1.4  ISO/IEC 37500 
1.5  King IV 

 

2.  SCOPE OF APPLICATION 

 
2.1 This policy framework offers guiding principles for executive management of 

the Council on the effective, efficient and acceptable use of IT within the 
Council. It applies to the Governance processes and decisions relating to the 
OT services used by the Council. This policy applies throughout the Council in 
as far as Corporate Governance of ICT is concerned. 

 

3.  OBJECTIVES OF CORPORATE GOVERNANCE OF THE ICT 

 
3.1  The purpose of this policy framework is to promote effective, efficient and 

acceptable use of IT in the Council by: 
 

3.1.1 Identify, establish and prescribe a uniform Governance of ICT 
Framework (GICTF) and implementation guideline for the Council. 
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3.1.2 Embedding the corporate Governance of ICT and Governance of ICT as 
a subset of Corporate Governance in the Council. 

 
3.1.3 Creating business value through ICT enablement by ensuring business 

and ICT strategic alignment. 
 
3.1.4 Providing relevant ICT resources, organisational structure, capacity and 

capability to enable ICT Service delivery. 
 
3.1.5 Implement the governance of ICT in the department, based on the 

COBIT process framework. 
 
3.1.6 Achieving and monitoring ICT Service delivery performance and 

conformance to relevant internal and external policies, framework, laws, 
regulations, standards and practices. 

 

4.  CORPORATE GOVERNANCE OF ICT IN THE COUNCIL 

 
4. 1 The Corporate Governance of ICT is the subset of Corporate Governance of 

the Council and is an integral part of the Governance system. In terms such a 
system: 

 
4.1.1  The executive authority 

 
4.1.2 The General Secretary provides the strategic leadership and is 

accountable for the implementation of the corporate Governance of 
ICT; and 

 
4.1.3  Senior Manager: Corporate Services is responsible for ensuring that    

corporate Governance of ICT is implemented ad managed. 
 

4.2  The corporate Governance of ICT involves evaluating and directing the 
achievement of strategic goals and using of ICT to enable the Council business 
and monitoring of ICT service delivery to ensure continuous service 
improvement. It includes determining strategic goals, plans and annual 
performance plans for ICT service delivery. 

 
4.3  The Management are respectively accountable and responsible for 

implementing the corporate Governance of ICT in the Council. Effective 
cooperate Governance of ICT is achieved in the Council through: 

 
4.3.1  Institutionalising a Corporate Governance of ICT Policy Framework that 

is consistent with the Corporate Governance of the Council. 
 
4.3.2  Aligning the ICT strategic goals with the Council Strategic goals; 
 
4.3.3 Ensuring the optimum business value is related from ICT-related 

investment, services and assets; 
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4.3.4 Ensuring that business and ICT-related risks do not exceed the Council 
risks appetite and risk tolerance; 

 
4.3.5  Ensuring that ICT-related resource needs are met in an optional manner 

by providing the organisational structure, capacity and capability; 
 
4.3.6  Ensuring communication with stakeholders is transparent, relevant and 

timely; and  
 
4.3.7 Ensuring transparency of performance and conformance and driving the 

achievement of strategic goals through monitoring and evaluation. 
 
 
 
Figure 5: Corporate Governance System 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 

5.  THE CORPORATE GOVERNANCE OF ICT PRACTICES 

 
5.1  The Corporate Governance of ICT practices will be used to cascade the 

Principles for implementation in the department. Table 3 depicts the practices. 
 
Table 1: Corporate Governance of ICT Practices 

Practice Description 

5.1.1        The executive Authority must 
5.1.1.     Provide leadership and strategic direction, determine policy 

         and provide oversight; 
5.1.1.2   Ensure that ICT service delivery enables the attainment of the 

         strategic plan; 
5.1.1.3   Take an interest in the Corporate Governance of ICT to the 
              extent necessary to ensure that a properly established and 
              functioning Corporate Governance of ICT system is in place in 
              the Council to leverage ICT as a business enabler; 
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               5.1.1.4   Ensure that the Council’s organisational structure makes 
       provision for the Corporate Governance of ICT. 

5.1.2     Vertical Sector Mandate 
              The Executive Authority/Senor Manager: CS of the Council that have a 
              sector/functional area specific responsibility or sphere of influence must 
              ensure that the necessary cross sector/functional area Corporate 
              Governance of ICT arrangements are in place. 
 

5.1.3     The Head of ICT must: 
 

5.1.3.1 provide strategic leadership and management; 
5.1.3.2 Ensure alignment of the ICT strategic plan with the Council and 
            business strategic plans; 
5.1.3.3 Ensure that the Corporate Governance of ICT is placed on the 
            Council’s strategic agenda; 
5.1.3.4 Ensure the monitoring and evaluation of the effectiveness of the 
            Corporate Governance of ICT system. 

 

5.1.4    Risk and Audit Committee 
            IT must assist the Senior Manager: CS in carrying out his/her Corporate 
            Governance of ICT accountabilities and responsibilities. 
 

5.1.5   Executive Management must ensure 
 

5.1.5.1 ICT strategic goals are aligned with the Council’s business 
            Strategic goals and support strategic business processes; and 
5.1.5.2 Business-related ICT strategic goals are cascaded throughout the 
            department for implementation and are reported on. 
 

                 Means and Mechanisms: 
  
      5.1.5.3  Advice is provided to the IT Manager regarding all aspects of  

                             Corporate Governance and Governance of ICT. 
 
                 5.1.5.4 The Corporate Governance and Governance of ICT is 

                   implemented and managed. 
 

                 5.1.5.5 The necessary strategies, architectures, plans, frameworks, 
                             policies, structures (including outsourcing), procedures, 
                             processes, mechanisms and controls, and culture regarding all 
                             aspects of ICT use (business and ICT) are clearly defined, 
                             implemented, enforced and assured through independent 
                             audits 

 
      5.1.5.6 The responsibility for the implementation of the Corporate 
                  Governance and Governance of ICT is delegated and 
                  communicated to the relevant managers (senior Manager: CS 
                  and ICT management). 

 
      5.1.5.7 Everyone in the Council understands the link between 
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                            business and ICT strategic goals and accepts their responsibilities 
                            with respect to the supply and demand for ICT; 
 

     5.1.5.8 Significant ICT expenditure is informed by the Council’s 
                            Service Delivery Plan, Enterprise Architecture and ICT 
                            Architecture. 
 

     5.1.5.9 The planning and execution of ICT adheres to relevant judicial 
                            requirements. 
 

     5.1.5.10 ICT-related risks are managed. 
 

5.1.6       ICT Security 
    5.1.6.1   An information security strategy is approved. 
 
    5.1.6.2   Intellectual property in information systems is appropriately 
                  Protected. 
 
    5.1.6.3   ICT assets, privacy, security and the personal information of 
                  employees are effectively managed. 

 

5.1.7    Organisational Behaviour/Culture 
             The use of ICT demonstrates the understanding of and respect for 
              organisational behaviour/culture, which should include human 

       behaviour 

 

 

6. COBIT AS THE PROCESS FRAMEWORK FOR THE GOVERNANCE OF ICT 

 
   6.1  COBIT was developed by ICASA and is good governance process framework 

that has been implemented widely throughout the world and in South Africa. 
 
   6.2  COBIT enables departments to achieve their strategic goals by deriving optimal 

value from ICT through the realisation of benefits and optimising resources and 
risk. 

 
   6.3  COBIT is not a standard – it is a process framework within which a Council has     

flexibility regarding implementation, according to its specific environmental 
context. 

 
   6.4  As a set of Governance of ICT and management processes, COBIT provides 

managers, ICT users and auditors with the following: 
 

6.4.1 Standard indicators 
 
6.4.2 Processes for implementing the Governance of ICT 
 
6.4.3 Good practice to maximise the corporate value in using ICT 
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6.4.4 Identification of the accountability and responsibilities of business   
and ICT process owners; 

 
6.4.5 Metrics to measure the achievement of the ICT-related goals; and 

a model to measure governance of ICT process maturity; 
 

6.5  The principle 1 of the five COBIT principles an “integrator framework” to ensure 
seamless integration with other relevant standards and frameworks such ITL 
(Service Management), CMMI/ ISO/ IEC 1550 (Maturity Assessment) and 
ISO/IEC 2700x (Security). 

 
6.6  Principle 4, Governance Enablers, provides for the implementation of a 

governance and management system for corporate ICT. There are six categories 
of enablers: 

6.6.1  Processes; 
6.6.2  Principles and policies; 
6.6.3  Organisational structures; 
6.6.4 Skills and competences; 
6.6.5  Culture and behaviour; 
6.6.6  Service capabilities; Information;  

 

7.  IMPLEMENTATION OF A GOVERNANCE OF ICT SYSTEM 

 
7.1  Corporate Governance of ICT incorporates two layers of decision-making,    

authority    and accountability to satisfy the expectations of all stakeholders by:  
 

7.1.1 Facilitating the achievement of the Council’s strategic goals 
(Corporate Governance of ICT layer); and  

 
7.1.2 The efficient and effective management of ICT service delivery   

(Governance of ICT layer).  
 
7.2  Corporate Governance of ICT layer: Each Unit has a unique internal and 

external contextual environment, which means a common but flexible approach 
to the Corporate Governance of ICT is required. This Policy  

 
Framework adopts principles and practices in support of a flexible and 
sustainable approach to the Corporate Governance of ICT system within the 
Council.  

 
7.3  Governance of ICT layer: COBIT, as the process framework, will be used to 

implement the Governance of ICT within the context of this Policy Framework.  
 

To enable the Council to implement both this Policy Framework and COBIT, a 
phased approach will be followed, as shown below and detailed in the 
paragraphs following.  

 
7.3.1 Phase 1:  Establish a Corporate Governance of and 

Governance of ICT environment;  
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7.3.2 Phase 2: Plan and implement business and ICT strategic    
alignment; and 

 
7.3.3  Phase   3:  Continuously improve Corporate Governance of and 

Governance of ICT.  
 
7.4  Phase 1: Establish the Corporate Governance of and Governance of ICT 

environments:  
These environments are established through the development and 
implementation of strategies, architectures, plans, frameworks, policies, 
structures, procedures, processes, mechanisms and controls, and ethical 
culture. A minimum enabling environment must be created through the 
following:  

 
7.5  Corporate Governance of ICT Policy Framework  
 

The principles and practices of this Policy Framework must be complied with 
but the system of Corporate Governance of ICT should be adapted for the 
unique enabling environment (external and internal) of each Unit. 

 
7.6  Governance of ICT framework  
 

The Implementation Guidelines will provide guidance on the implementation of 
COBIT as the process framework for the Governance of ICT in the Council.  

 
7.7  ELRC Corporate Governance of ICT Charter  
 

Each Unit should analyse and articulate its requirements for the Corporate 
Governance of and Governance of ICT and develop, implement and maintain 
a related charter. This should enable the creation and maintenance of effective 
enabling governance structures, processes and practices. It should also clarify 
the governance of ICT-related roles and responsibilities towards achieving the 
Council’s strategic goals. This charter should be approved at a strategic level 
in the Council and should contain the following:  

 
7.7.1 How the ICT strategic goals and their related service delivery will be 

aligned with Council strategic goals, monitored and reported on to the 
relevant stakeholders;  

7.7.2  How ICT service delivery will be guided at a strategic level to create 
business and ICT value;  

 
7.7.3   How business and ICT-related risks will be managed;  

 
Enterprise Architect – a person knowledgeable in the business of the Council, 
who will be responsible for structured planning to articulate the business and 
related processes of the Council in an interrelated and standardised way; 

 
Senior Manager: CS – should perform at Executive Management level, and be 
responsible for aligning the ELRC’s ICT strategic goals with its business 
strategic goals, considering both business and ICT processes; and 
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ICT Manager – responsible for the operational management of ICT: 
 

 The Corporate Governance and Governance of ICT implementation and  
maintenance plan; and  

 How the governance frameworks will be maintained.  
 
Enabling policies, frameworks and plans  
 
The effective implementation of the Corporate Governance and Governance of ICT 
must be supported by enabling frameworks, plans and policies, as listed below, to be 
approved at Executive Management level:  
 
Council Enterprise Architecture – required articulating stakeholder/ business 
needs. The Service Delivery Planning Framework and Methodology and EA should 
inform the ICT Architecture; however, it does not fall within the scope of this Policy 
Framework.  
 
ICT Architecture – translate the Council business strategic plan (5-year) and 
Enterprise Architecture into an enabling ICT service. This should contain a migration 
plan from the “current” to a “future” environment. The ICT Architecture is informed by 
the:  

• Council Business Strategic Plan and other long-term plans;  
• Council Enterprise Architecture; and  
• ICT Strategic Plan.  

 
ELRC Risk Management Policy – must include how business-related ICT risks will 
be managed and how capacity will be created in the Risk Management Function to 
address ICT-related risks.  
 
ELRC Internal Audit Plan – should include ICT audits. It should also indicate how the 
Internal Audit Function will be capacitated to perform ICT-related audits 

 
ICT Management Framework – must ensure a consistent management approach for 
the ICT function in line with the corporate governance requirements and strategic 
goals. This should include management processes, organisational structures, roles 
and responsibilities, activities as well as required skills and competencies. 

 
ICT Portfolio Management Framework – should be embedded in the Council 
Portfolio/Programme Management Structures. It must include how the Council will 
create the necessary capacity to manage ICT-related business programmes/projects.  

 
Departmental Information Security Strategy – must ensure that classified 
information, intellectual property and personnel information are protected within ICT 
systems according to its security plan.  

 
Information Security Plan – should be informed by the Information Security Strategy.  

 
ICT Security Policy – should be informed by the Information Security Plan.  

 
Departmental Business Continuity Plan – should be informed by the operational, 
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information and data requirements of the business. The Business Continuity Plan must 
inform the following:  
 

• Business Continuity Strategy;  
 

• Business Continuity Policy;  
 

• ICT Continuity Plan.  
 
 
7.8  Phase 2: Business and ICT Strategic Alignment  
 
7.8.1 It is important that the alignment of business and ICT strategies is done in line 

with approved Council planning frameworks such as the “Framework for 
Strategic Plans and Annual Performance Plans”, Service Delivery Framework 
and the Enterprise Architecture (EA). The architectural planning process 
articulates the business strategic goals that ICT service delivery must respond 
to in order to support the business in value creation, benefits realisation, and 
resource and risk optimisation.  

 
 
7.8.2 Figure depicts the cascading of the Council strategic plan and its related ICT 

alignment.  
 

  Figure 8: Business and ICT Strategic Alignment 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
 

7.8.3  Phase 3: Continuous improvement of Corporate Governance of and 
Governance of ICT  

 
The successful implementation of a Corporate Governance of ICT system leads 
to continuous improvement in the creation of business value. ICT service 
delivery must be assessed to identify gaps between expected and realised 
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service delivery. Assessments must be performed on two levels:  
 

7.8.3.1 Corporate Governance of ICT (ICT contribution to realisation of 
business value); and  

7.8.3.2 Governance of ICT (continuous improvement of the management of 
ICT – COBIT processes).  

 

8.  IMPLEMENTATION TIMELINES 

 
The implementation phase will be conducted in phases.  

 
8.1 Implementation deliverables per financial year  
 
8.1.1 Phase 1:  
 

Corporate Governance of ICT Policy Framework and Governance of ICT 
Framework approved and implemented;  

 
(i) Governance of ICT Steering Charter approved and implemented;  

 
(ii) The following capabilities created in the department:  

 
• Governance Champion designated and responsibilities allocated;  

 
• Capacity created to fulfil the role of the ICT;  

 
(iii) Approved and implemented Risk Management Policy that includes 

the management of business-related ICT risks;  
(iv) Approved and implemented Internal Audit Plan that includes ICT 

audits;  
(v) Approved and implemented ICT Security Policy; and  

 
(vi) Approved ICT Continuity Plan informed by ELRC Business 

Continuity Plan and Strategy.  
 

Phase 2:  
 

(i) Approved ICT Strategic Plan;  
(ii) Approved ICT Migration Plan with annual milestones linked to an 

enabling budget;  
(iii) Approved ICT Annual Performance Plan with a description of how it 

will be monitored.  
 

Phase 3:  
 

All aspects of the Corporate Governance of and Governance of ICT 
demonstrate measurable improvement from the initial implementation phase in 
2020–2025.  
 

8.2 Guidelines for the implementation of CGICTPF and GICTF will be issued by the 
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intranet in due course.  
 

9.      GOVERNANCE OF ICT AND GOOD PRACTICE AND STANDARDS 

 
9.1 In recognition of the importance of the Governance of ICT, a number of 

internationally recognised frameworks and standards, such as King IV Code, 

ISO/IEC 38500 and COBIT, have been developed to provide context for the 

institutionalisation of the Corporate Governance of ICT.  

(a) The King III Code:  The most commonly accepted Corporate Governance   
Framework in South Africa. It was used to inform the Corporate 

Governance of ICT principles and practices in this document and to 

establish the relationship between Corporate  

Governance of and Governance of ICT.  
 

(b) ISO/IEC 38500
7
: Internationally accepted as the standard for Corporate 

Governance of ICT; it provides governance principles and a model.   
(c) COBIT: An internationally accepted process framework for implementing 

Governance of ICT. COBIT fully supports the principles of the King III Code 

and the ISO/IEC 38500 standard in the Corporate Governance of ICT.  

 

9.2 Figure 3 depicts the different layers of governance and the interrelationship 

between the different frameworks and standards.  

 

 

 

 

 

 

 

 

 

 

 
 
 
 
 

 Figure 3: Interrelationship of the different Frameworks and Standards 
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10.  LAYERED APPROACH TO CORPORATE GOVERNANCE OF THE ICT 

  
10.1 Corporate Governance of ICT encompasses two levels of decision-making, 

authority and accountability to satisfy the expectations of all stakeholders:  
 

(a) Facilitating the achievement of a Council’s strategic goals (Corporate   
Governance of ICT); and  

 
(b) The efficient and effective management of ICT service delivery 

(Governance of ICT).  

 

10.2 The implementation of Corporate Governance of ICT in the Council thus 

consists of the following layered approach:  
 

(a) This CGICTPF, which addresses the Corporate Governance of ICT layer.  
 

(b) COBIT, which will be adapted and implemented as the GICTF on the   
Governance of ICT layer 

10.3 Figure 4 demonstrates the different governance layers with their related 

frameworks and standards.  

 

 

 

 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 4: Governance Layers 
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ISO/IEC 38500 Principles Related King III Code principle 

Principle 3: All IT acquisitions 
are made for valid reasons on 
the basis of the appropriate and 
on-going analysis with clear and 
transparent decision making 

Principle 2 – IT Investments:  

 The board should monitor and 
evaluate significant IT investment 
and expenditure 

 The board should oversee the value 
delivery of IT and monitor the return 
on investment from significant IT 
projects 

 The board should ensure that 
intellectual property contained in 
information systems is protected 

 The board should obtain 
independent assurance on the IT 
governance and controls supporting 
outsourced IT 

 services 

Principle 4: IT is fit for purpose 
in supporting the organisation, 
providing the services, levels of 
service and service quality 
required to meet current and 
future business requirements 
 

Same as Principle 2 above 

Principle 5: Compliance should 
form an integral part of the risk 
Management process. The risk 
of non-compliance should be 
identified, assessed and 
responded to in the risk 
management process. 
 

Principle 5 – Risk Management: IT should 
form an integral part of the company’s risk 
management 

 Management should regularly 
demonstrate to the board that the 
company has adequate business 
resilience arrangements in place for 
disaster recovery. 

 The board should ensure that the 
company complies with IT laws and 
that IT related rules, codes and 
standards are considered. 

Principle 6: IT Policies, 
practices and decisions 
demonstrate respect 

 

Behaviour, including the current 
and evolving needs of all the 
“people in the process” 

 

 Principle 6 – Information Security: The 
board should ensure that information 
assets are managed effectively 

 The board should ensure that there are 
systems in place for the management of 
information which should include 
information security, IT and information 
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ISO/IEC 38500 Principles Related King III Code principle 

privacy. 

 The board should ensure that all 
personal information is treated by 
the company as an important 
business asset and is identified. 

 The board should ensure that an 
Information Security Management 
System is developed and 
implemented. 

 The board should approve the 
information security strategy and 
delegate and empower 
management to implement the 
strategy. 

 Principles 7 – Governance strictures 
A risk Committee and an Audit Commit 
should assist IT carrying out responsibilities 

 The risk committee should endure 
that IT risks are adequately 
addressed. 

 The risk committee should obtain 
that appropriate controls are in 
place and effective in addressing IT 
Risks. 

 The Audit Committee should 
consider the use of technology to 
improve audit coverage and 
efficiency. 

 
 
 

11. NON- COMPLIANCE WITH THE POLICY 

 
Non-compliance with this Business  Continuity Plan Policy or any applicable 
regulatory requirements through any deliberate or negligent act or omission, 
including allowing a staff member, either expressly or implicitly, not to comply with 
this Policy or any applicable regulatory requirements; will be considered serious and 
will be dealt with in terms of the ELRC’s disciplinary policies and procedures. 
 

12. THE REVIEW OF THE POLICY 

 
The policy will be reviewed annually or as and when the need arises and it should be 
in line with legislation and prescripts.  
 


