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1.  FOREWORD 

 
1.1 The ELRC’s Information and Communications Technology (ICT) Strategy covers the 

period 2020/21 to 2025/26. The last decade has revealed the radical impact that ICT is 
having on our lives both at home, throughout society, and professionally in how 
organisations do business. More than ever, new technologies continue to emerge which 
will further change how people work, and how our customers interact with us. The wider 
ICT environment is changing, with more and more attention being given to Information 
Security as well as ensuring that ICT infrastructure and projects are properly governed. 

 
1.2 ICT is increasingly vital and an enabler of service in the Council, an understanding of 

how to manage this important and potentially expensive resource needs to be planned 
carefully. It is essential for the Council to focus on ICT delivery to gain insight from using 
ICT. The Council, like any other organisation, need to put in place systems and digital 
transformation to help achieve this. While the obvious lead in this regard rests with the 
ICT Department, everyone in the Council will have an interest, because, as the Strategy 
explains, the ELRC’s ICT is owned by everyone and it exists only to meet the Council’s 
business needs. This requires knowledge and information sharing through 
communications and collaboration, in short, it requires us to have the technology to 
effectively manage our information and our internal and external communication. 

 
1.3 Effective ICT management requires people to deploy the right technology in the right 

way for the right reasons, commonly referred to as ‘People, Process and Technology’. 
The Strategy explores these themes with a view of arriving at the best possible fit to 
ensure that the ICT Department’s mission will always enable clients to access the 
information and services necessary to do their jobs. 

 
1.4 In response to the global pandemic, Covid-19, the ICT requires Infrastructure 

modernisation and cloud-based technology throughout the value chain, from end-user 
connecting to networks and hosting, as it is key to digitisation. As the transition to the 
Fourth Industrial Revolution gains momentum, ICT must change to a new business 
model that is inspired by the elements of pro-activity and agility, in order to quickly move 
in and deploy the right technology solution. 

 
1.5 King III states that “the board should be responsible for IT governance”. It is expected 

that through effective and responsible leadership, information technology will be used to 
sustain and extend the Council’s business strategy and corporate objectives. 

 

2.     INTRODUCTION 

 
2.1 The purpose of this strategy is to put in place a framework which will help the ELRC to 

focus its ICT resources on delivering Council requirements, and to achieve its objectives. 
The ICT strategy will seek to achieve mobility, interoperability and early warning systems 
in line with the ELRC strategic objective of a Risk base model. 

 
2.2 The primary considerations in managing Information Systems and Information 

Communication Technology (IS/ICT) in the ELRC are the sustainability, the ensuring of 
the performance of current IS/ICT; executability, the ability of the Information and 
Systems Management Component to execute the IS/ICT Priorities identified. The 
security and integrity of the ICT underpins the focus areas that are undertaken in respect 
of IS/ICT.  

 
 



ICT Strategic Plan and Digital Transformation Strategy Policy 5 

2.3 The recommendations contained in this strategy aim to put in place an ICT infrastructure 
that is sufficiently reliable, flexible and cost effective not only to meet today's demands, 
but also to provide the capacity for future growth and the ability to implement new 
technologies in a timeframe that maximises the benefit to the ELRC. 

 
ICT Governance Frameworks 
The policy has been developed within the following applicable ICT governance 
frameworks and best code of practice: 

 King IV - IT governance principles 

 COBIT 2019 

 Information Technology Infrastructure Library (ITIL) 

 ISO 27001 

 ISO 38500 

 IT Service CMM 

 System Integration Framework (SIF) 

 PMBOK 

 

3.   ICT DEPARTMENTAL FOCUS AREAS  

 
The ICT Department will focus in delivering the following focus areas. 
Accessibility: The provision of reliable, quick and secure access to ELRC 

information services. 
Integrated: Ensuring that the ELRC system are integrated to achieve council 

business needs. 
Mobility: Ensuring access to ELRC information and systems by staff while they 

are remotely performing their duties to improve productivity. 
Collaboration: Ensuring interoperability between information systems and with other 

organizations and their information systems (inter departmental and 
external Information sharing). 

Security: Ensuring authorized access to ELRC information systems and the 
dissemination of such information. (The ELRC cannot afford that the 
IS/ICT components become compromised as this may seriously 
jeopardize the core objectives that the ELRC is required to perform). 

Presentation: Ensuring the presentation of management information to assist in 
decision-making processes. 

Analysis: Enabling the analysis of regulatory information, organizational 
resource and administrative information for better future planning. 

Resourcing: The adequate staffing of the IT department to enable it to achieve the 
organization’s goals. 

 
3.1       MISSION AND VISION 

 
ICT Department’s primary function is to support the business in its day-to-day activities 
and considers its mission to be:  
“To provide appropriate Information and Communication Technologies that will 
enables our users to access the information and services necessary to perform their 
functions.” 
 
This will be our mission for the next 5 years. However, ICT Department would like to 
develop its abilities, skill sets and resources to a point where it can focus more on 
increasing business productivity and adding strategic value with the following medium-
term vision: 
“ICT Department will become an enabler of change within the Council, by assisting 
Business units to enhance productivity through the innovative use of technology.” 
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3.2       ICT DEPARTMENT - STRENGTHS AND WEAKNESSES 
 
As a starting point for deciding how it can deliver its current Mission and Vision, ICT 
Department developed a SWOT analysis, identifying its current strengths and 
weaknesses and the threats and opportunities. In summary, ICT Department faces the 
following keychallenges: 

1. Increasing reliance/ dependence on ICT by the business. 
2. No integrated system to achieve ELRC business objective 
3. Not standardization in IT services 
4. Manual processes  
5. ICT Department is under resourced as compared to the task at hand; 
6. Increasing expansion of systems with new demands. 
7. Technologies are becoming increasingly more complex to deploy, manage and 

secure 
 

3.3      SWOT ANALYSIS 
We used the SWOT framework to analyze the ICT department’s strengths, 
weaknesses, opportunities, and threats. In summary the strengths, weaknesses, 
opportunities, and threats facing ICT Department are as shown in Figure 1: 
 

1. High levels of staff commitment 

2. High user satisfaction levels  

3. Technical expertise available from the ICT 

staff 

4. Good understanding of the core business 

by ICT staff 

5. Adequate controls and procedures are 

consistent applied (Policies & Procedures) 

6. Cases are referred on online using DMS 

APP. 

1. Under resourced or Limited Resources 

(Staff & Equipment) 

2. Security stance falls short of best practice 

3. Diversity of inherited technical architecture 

4. Lack of adequate ICT Infrastructure. 

5. No cloud computing 

6. Arbitration and conciliation convened in a 

physical venue 

7. Obsolete exchange server 

 

 S W  

 O T  

1. Involvement of ICT in organisation’s 

decision-making process. 

2. New technologies can provide new 

functionality and business value. 

3. ICT innovation can help change the business 

4. IT Delivery improvements, Bandwidth 

between sites is increasingly cheaper and 

more available. 

5. Increasing ICT literacy of users 

6. Digital transformation 

7. Benchmarking with another organisation  

 

 

1. Running risk of not having enterprise 

licenses 

2. Business Units making decisions and 

commitments which impact on ICT 

Department without consultation 

3. Increasing dependence on ICT & online 

systems availability 

4. Lack Of Staff/IT Resources  

5. Lack Of Proper Security 

6. Turnaround In Decision Making 

7. Rapid Changes In Technology 

8. Cyber-attack 

 

 

 
Figure 1: Swot analysis 
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4.  THE ICT DEPARTMENTAL ORGANISATIONAL STRUCTURE 

 
4.1 The typical organisational structure compliant for IT governance comprises an IT 

steering committee, IT manager with delegated responsibility to execute the IT 
governance framework, implemented to add value and minimise risk, including 
business continuity. Additional oversight authorities and ad hoc project steering 
committees are used to include business leaders to oversee specific services and 
projects. 

 
4.2 The current structure is not geared to comply with IT Governance and to fulfil the 

business objective of the ELRC. The lack of resources is not geared for segregation of 
key roles which might lead to a compromised security system and the role IT is playing 
in decision making can hamper the provision of a reliable and effective ICT capable of 
delivering the ELRC objectives. The proposed structure is geared to deliver the TO-BE 
scenario. The ELRC need to acquire these skills in order to achieve their goals and 
objectives.  

     

 

 

 

 

 

 

 

 

 

 
     Figure 2: The AS-IS and the TO-BE ICT Structure 

 
The AS-IS structure has three (3) resources responsible for the whole ICT estate and is 
not sufficient to achieve the huge task which is entrusted to the ICT Department. In order 
be able to provide a proper service to the Business Units which entail the IT Support, 
Helpdesk, Server Environment, Business Systems, IT Security, Online Systems, 
Communications Tools (Email, Voice), LAN and WAN and Infrastructure, the ICT 
Department needs to adopt the TO-BE structure to be able to achieve its objectives and 
those of the ELRC. 
 
In order for the ICT Department to succeed the following success factors as per the VCS 
business model (Value, Capacity and support), in Figure: 4. should be carefully 
considered, which is adding value, has the necessary capacity to implement exists, and 
that there is sufficient support to ensure that the ICT Department will not fail, for example, 

 
Network Administrator – Admin & 
Support 

 
Web Developer & Designer - 
Business Applications & Systems 
Development 

Network admin & support 
Internet & email support 
Remote support  
Problem logging 
Infrastructure software maintenance 
  

Applications Software maintenance 
Intranet & website development & 
support 
Lead web development  and database 
administration 
Information Systems Security  
Support analysis 
 

IT Manager 
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resources are not provided, outputs are not utilized or there is a lack of protection against 
threats. 
 

 

Figure 3: The VCS Business Model 
 

The balance between Value, Capacity and support should be struck in order for the IT 
department to function properly. 

 
Some of these positions can be filled temporary when they are needed through consulting. 
Consulting is widely used within the ICT environment in cases where a resource is 
required to fulfill a task that is not permanent but critical, i.e. developing a database. The 
ICT Department will consider using these means to ensure that the ELRC get value for 
money from all its resources. 

 

5.    STRATEGIC OBJECTIVES 

 
To address these challenges, ICT Department is adopting five strategic objectives which 
will be achieved through a combination of people, process and technology: 

1. Provide a secure ICT infrastructure which delivers appropriate levels of data 
Confidentiality, Integrity and Availability. 

2. Incorporate effective ICT governance and Project Management practices to 
promote a close alignment between ICT and Business Units. 

3. Maximise value for money from existing and future technology investments. 
4. Incorporate best ICT frameworks and environmental practices into its ICT 

operations. 
5. Benchmark against other organisation in maximizing the use of ICT and also align 

with Best Practices. 
 

6.  AIM OF THE ICT STRATEGY 

 
The general aims are to develop ICT services that have the following broad 
characteristics:  

 Fit for purpose 

 Reliable  

 Resilient  

 Affordable 

 Secure 

 With clear accountabilities for their use  

 Accessible from appropriate locations and at appropriate times 
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 Simple to administer 

 and Limiting complexity 

 

7.  PRIORITIES OF THE ICT DEPARTMENT 

 
7.1 Priority 1: Implement and Sustain an ELRC ICT Infrastructure 

 
Deployment of an ICT Infrastructure which is capable of ensuring that business 
achieves its objectives and the proper maintenance of deployed IS/ICT, 
including the consequential maintenance resulting from the establishment of 
additional IS/ICT. The periodic renewal and regular enhancement of out-dated 
IS/ICT, as well as the necessary expansion to accommodate natural growth in 
capacity within the ELRC. The IS/ICT goals associated with the implementation 
and sustaining IS/ICT is as follows: 
 

Focus Areas IS/ICT Goals and 
Strategies 

Alignment to 
ELRC Priorities 

Sourcing and 
Implementation 

Goal: To implement an ICT 
infrastructure as per the ITIL 
Framework. 
 
Strategy: This will be accomplished by 
ensuring that ICT infrastructure is 
scalable, reliable and fit for the purpose 
to achieve the ELRC objectives. ICT to 
source the skills required to ensure 
successful implementation and 
maintenance of the infrastructure. 
 

Ensuring that the 
best technology 
capable of fulfilling 
the ELRC strategic 
goals at the best 
possible cost is 
sourced. 

Sustainability 

 

Goal: To ensure the continuation of 
IS/ICT delivery and performance levels 
guided by DSS04 in COBIT 19 
framework. 
 
Strategy: This will be accomplished by 
maintaining and enhancing current 
systems, expanding and renewing tools 
and equipment, Applications and 
ensuring that there is sufficient User 
Support for these systems 

This IS/ICT Goal and 
Strategy aims at 
ensuring the 
continuous 
availability,  
effectiveness and 
efficiency of current 
IS/ICT that are 
utilised by the ELRC 
in pursuit of all its 
priorities. 

 

7.2 Priority 2: Advancement of Additional IS/ICT 
 
Advancing additional ICT includes the acquisition, development and 
implementation of ICT in support of the required capabilities. 
 
The IS/ICT Goals associated with Advancing Additional IS/ICT are as follows: 
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Focus Areas IS/ICT Goals and 
Strategies 

Alignment to NRCS 
Priorities 

Accessibility 
 

 

Goal: To enable and improve 
easy, reliable, convenient, 
quick and secured access to 
ELRC information and services 
from anywhere and all the 
time. 
 
Strategy: This will be 
accomplished by establishing 
Transacting Systems, 
Telephony, Universal and 
Information System 
Independent User Interfaces, 
Device Independence, as well 
as single sign-on. 

This IS/ICT Goal and 
Strategy aims at 
supporting the priorities 
that focus upon customer 
satisfaction regarding 
access to information that 
Industry have a right to, 
and convenient, secure, 
reliable access to ELRC’s 
services at any place, any 
time and by any device. It 
also includes internal, 
convenient access to 
organisational information 
and computer applications 
that need to be shared in 
the execution of ELRC’s 
functions. 
 

    Collaboration 

 

Goal: To enable electronic 
communication and networking 
between ELRC functionaries 
themselves, with the industry, 
public, other organisations and 
all relevant role players as well 
as between information 
systems of these stakeholders 
as per System Integration 
framework. 
 
Strategy: This will be achieved 
by establishing Interoperability, 
Messaging, Electronic Data 
Interchange (EDI) and 
Workflow Management, 
establishing Device 
Independence, Multi-media 
Conversion technologies and 
open systems standards. 
 

This IS/ICT Goal and 
Strategy aims at 
supporting inter- and intra-
departmental 
communication and 
integration between 
multidisciplinary teams 
and functionaries during 
the execution of ELRC 
processes and services. 
Information systems, 
information and 
intelligence sharing forms 
an integral part of this 
capability. 
 

Security 

 

Goal:  To ensure that all ELRC 
systems are ISO/ IEC 27001/2 
information security controls 
standard compliant, secured 
and only authorised access to 
information systems and 
information is allowed. The 
controlled environment to the 
dissemination of information to 
avoid leakages. 

This IS/ICT Goal and 
Strategy aims at 
preserving the availability, 
integrity and confidentiality 
of information systems 
and information according 
to affordable security 
practices that are critical 
for achieving the pro-
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Focus Areas IS/ICT Goals and 
Strategies 

Alignment to NRCS 
Priorities 

Strategy: This will be 
established by establishing 
Physical Security Access, 
Systems Audit Control, and 
End-to-End Security, 
Authentication and Encryption. 
 

active and successful 
regulation expectations. 

     Automation 

 

Goal: To automate ELRC 
processes that enhances 
internal efficiencies to reduce 
cost and improve service 
delivery and to move to a 
paperless environment. 
 
Strategy: This will be 
accomplished by establishing 
Web Based System, 
transacting Systems, Database 
Management Systems (DBMS) 
for easy access and Electronic 
Document Management 
Systems (EDMS) for document 
storage. 
 

This IS/ICT Goal and 
Strategy aims at 
computerizing processes 
and activities thereby 
optimizing the utilization of 
personnel and other 
resources which will 
drastically save cost for 
the ELRC. 
 

 Presentation 

 

Goal: To enable the 
presentation of ELRC’s 
information to assist informed 
decision making. 
 
Strategy: This will be 
accomplished by focusing on 
business intelligent system, 
messaging and interoperability. 
 

This IS/ICT Goal and 
Strategy is aimed at 
presenting relevant 
regulatory information and 
intelligence in such a way 
that it will add value to 
ELRC operational 
activities 
 

    Analysis 

 

Goal: To enable the analysis 
of regulatory data, 
organisational resource and 
administrative information. 
 
Strategy: This will be 
accomplished by establishing 
Data Mining, Business 
Intelligence as well as data 
accessibility for decision 
making. 

This IS/ICT Goal and 
Strategy aims at 
supporting effective 
planning at various 
organisational levels 
improve planning and 
control of administrative 
activities, identifying 
performance gaps and 
providing monitoring and 
evaluation mechanisms 
for organisational 
performance evaluations. 
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7.3 Priority 3: Resolution of Execution Factors 
 
Resolving factors influencing successful execution of IS/ICT initiatives requires 
attention to key issues that influence successful execution of the strategy presented in 
this document, and establishment of enabling mechanisms to support the governance, 
delivery and monitoring of IS/ICT. 
 
The IS/ICT goal associated with resolving factors influencing the successful execution 
of IS/ICT initiatives are as follows: 

 

Focus Areas IS/ICT Goals and 
Strategies 

Alignment to ELRC 
Priorities 

Executability 

 

Goal: To enable the effective 
execution of the ELRC IS/ICT 
Initiatives. 
 
Strategy: This will be 
accomplished by Securing 
continuous and adequate 
funding, Architectural Design, 
Configuration control, End User 
Training, Information Integrity 
and IS/ICT Planning, ELRC 
ICT Department resourcing. 
 

This IS/ICT Goal and 
Strategy aims at 
enabling the effective 
execution of the 
defined IS/ICT 
Initiatives to achieve 
the stated IS/ICT 
objectives aimed at 
the 
IS/ICT Goals and 
Strategies. 
 

 

8   ELRC ICT INFRASTRUCTURE 

 

Current: AS -IS   
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8.1 ELRC Network Connectivity 
 

The ELRC network controls all the traffic between the sites and gives access to the 
Internet and ELRC mail located in the Centurion office.  
 
The sites connect with ADSL/Diginet lines directly to head office. A VPN connection 
is setup on the routers to make this connection available.  
 
Mail and the ELRC website is hosted by thinktank. Mail is routed to the ELRC by 
MWeb.  
 

8.2 The TO-BE 

 
ELRC ICT will ensure that ICT resources are up-to-date and allow the Council to 
respond to modern trends and rapidly take advantage of future improvements in ICT 
delivery and infrastructure. 
 
The ELRC infrastructure supports users to effectively plan, design, deliver, assess and 
report on their daily duties. ICT will provide a reliable ICT infrastructure and technical 
support that is highly accessible and efficient for use. 
 

8.2.1 Infrastructure 

 To implement a reliable infrastructure capable of addressing the ELRC 
business need. 

 To improve current speed of connectivity for critical applications. 

 Remote access to email and administrative functions through APN and 
VPN. 

 To integrate wireless access to cover hot spots, i.e. boardrooms and 
reception area. 

 To improve internet connection for faster Networks. 

 Fully migration to office 365 for emails and SharePoint 

 Virtual connection of the CBS meeting and arbitration  

 Migration of Anti-virus to cloud-based solution 
 
8.2.2 Software Delivery 

 Standardisation of the software/application layer to achieve 
interoperability and better integration. 

 All software to be properly licensed as per the licensing laws. 

 Enterprise Wide licences will be purchased unless software is only 
required in specified specialist areas or department. 

 General Office and major application software will be retained for 
longer if necessary to reduce upgrading cost. 

 Purchasing must be justified to satisfy business need or administrative 
requirements. 
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8.2.3 Servers  

 

ELRCDC ELRCPDC ELRCFILE ELRC-ISA 
 

This server controls all 

ELRC email and 

mailboxes. 

 

 

 

Specifications: 

 Microsoft 

Windows 2012 

R2 Standard 

 Exchange 2013 

Standard 

 Primary Domain 

Controller 

 Active Directory 

 DHCP Server 

 Primary DNS 

Server 

 

Primary Domain 

Controller. Maintain 

and control all the 

usernames and 

passwords. 

Controls the IT 

structure of the ELRC. 

Specifications: 

 Microsoft 

Windows 2012 

R2 Standard 

 Secondary 

Domain 

Controller 

 Active 

Directory 

 Secondary 

DNS Server 

 File Share 

 

This server runs the 

Council’s Pastel 

2005 database. 

 

 

 

Specifications: 

 Microsoft 

Windows 

2012 R2 

Standard 

 Pastel 

Partner 2011 

 Pastel 

Payroll 2014 

 Department 

File Share 

 

This server is the 

firewall and controls 

the security of 

internet and network 

traffic.  

 

 

Specifications: 

 Microsoft 

Windows 

2012 R2 

Standard 

 Microsoft ISA 

2012 Firewall 

 File Share 

 

 

8.2.4 Hardware Delivery: 
 All servers and network switches/routers highly integrated using LANs and 

capable of expansion. 

 Staff to have desktop computers and or personal laptops depending on the 
nature of their task; these are to be upgraded every 3-5 years. A user owned 
model to be implemented to ensure safeguarding of computers. 

 To discourage desktop printers and implement networked printers and 
photocopiers/ scanners throughout the Organisation. 
 

8.2.5 Backup Systems and Disaster Recovery 

 

Onsite backup 
The Council acquired onsite backup server hardware, which offers real-time 
synchronisation between the onsite location and the offsite location and mirrors the 
data environment of the Council, using wide area network and specialised software. 
This is to ensure that the Council can retrieve all its data in the event of a disaster and 
continue normal operations.   

 
Offsite backup (cloud backup) 
The Council acquired the Attix5 Pro offsite data solution, which is a fully automated 
system that provides up-to-the-minute backup. This storage solution also ensures 
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encrypted protection of the Council’s data. Data protection is guaranteed in the event 
of disaster, as data is stored offsite at MWEB and Vodacom’s data centres: 

 Second backup regime based on weekly full backups and daily incremental 
backups to the cloud or external hard drives stored in secure area. 

 Disaster Recovery Plan (DRP) in place and a fully operational Disaster 
Recovery site implemented. 

 To implement quarterly testing of Disaster Recovery plan (DRP) and business 
continuity. 

 
8.2.6 Technical Support 

 All Hardware is purchased with three years extended next day on-site warranty 
where possible. 

 Outsourcing of tasks as required 

 Implement Online help desk system to log all support jobs 

 Key Performance Indicators established to evaluate system and support 
services performance 

 Implement SLA with business to ensure that the expectation meets the 
capability of the ICT department. 

 
8.2.7 Internet, Intranet and Website 

 To expand online Internet content and local resources 

 To implement the ELRC intranet on a SharePoint Platform 

 Ensure that the ELRC website is current, updated and available all the time 

 To collaborate with global communities on regulatory matters through the 
ELRC website. 

 
The ELRC ICT Department will ensure that Hardware, software and network 
infrastructure is systematically and routinely monitored and upgraded in light of 
emerging technologies and future requirements. 

 
8.2.8 IT Assets Acquisition  

Standardisation – To implement standardisation of IT assets acquisition including 
laptop and desktop. Laptop are being issued without laptop bag. Laptop are council 
‘property should be used with care. 
 
Responsibility – To implement policy acceptance form to use IT equipment’s (laptop 
and desktop). 

 
 

9.   DIGITAL TRANSFORMATION STRATEGY PLAN (ROAD MAP) 

 
9.1 Optimise Council Business operations 

 
The Fourth Industrial Revolution (4IR) brings the fundamental change for the Council 
to move from current traditional systems to digital platform based on Internet of Things 
(ToT), cloud computing, mobile computing, automation and security and protection. 
 
Digital transformation is the integration of digital technology into all areas of a business, 
fundamentally changing how you operate and deliver value to customers. It is also a 
cultural change that requires organisations to continually change as the technology is 

changing rapidly.  
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Innovation and optimisation are the cornerstone of digital transformation. The goal is 
to improve existing business models, services, operations, and processes of Council 
by provision of innovative solutions, technologies, tools and ICT governance 
frameworks. The following strategic goals will be implemented to enable the 
achievement of this goal. 

 Implementation of cloud solution and modernisation of hosting capability as the 
fundamental enabler of digital transformation 

 Increasing of bandwidth and modernisation of the networks 

 Modernisation of systems application  

 Implementation of mobile computing 

 Implementation of virtual meetings  

 Improvement of cyber security and protection capability 

 
9.1.1 Implementation of cloud solution and modernisation of hosting capability as 

fundamental enabler of digital transformation 
 ICT is an enabler of change to shift the Council into the digital era through the use of 

new digital technologies, tools and the migration of more services to the cloud to 
replace traditional business model and create new ways in a digital world. 

 
9.1.2 Implementation of bandwidth increase and modernisation of the networks 

Affordable and high-speed bandwidth connectivity is critical towards the Council’s 
digital transformation. Digital readiness depends on the high-speed connectivity as all 
systems will be relying on it and to remove administrative and regulatory framework. 

 
 Network modernisation will aim to rebuild and improve the entire ICT infrastructure 

using new technology and infrastructure models. The result will be a significant 
reduction in maintenance cost, improved business operations, improved resilience 
which will provide much higher levels of system availability and overall improvement in 
technical quality of service. 

 
9.1.3 Modernisation of Applications  
 ELRC has a few systems that are running on very old infrastructure this include 

exchange 2010 server. ICT will embark on a modernisation process to ensure new 
applications are developed to run on a cloud and some existing application must be 
migrated to the cloud. 

 
9.1.4 Implementation for Mobile computing 
 Mobility in this sense, refers to the application of mobile computing and technology to 

support mobile working practices, accessing systems on a mobile offsite. 
 
9.1.5 Implementation of virtual meetings 
 Virtual meetings are becoming more important to the organisation due to global 

pandemic crisis and business travelling cost. The virtual meetings that can use Artificial 
Intelligence components to support to support participants and help to produce 
effective and better meeting will be implemented. 

 
9.1.6 Implementation of cybersecurity and protection capability 
 ICT has the responsibility to safeguard the assets and data of the organisation when 

transiting to digital platform. A firewall is the first line of defence in protecting a 
technology network environment. Considering the technology advancement 
implementation of cloud and mobile computing ICT must ensure accurate and 

controlled protection. The CT aims to strengthen its information security capability to 
ensure that it becomes most secured ICT environments and enable it 
successfully counter cyber-attacks in accordance with ISO/IEC 27002 standard. 
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The ELRC needs to focus in acquiring and implementing the following Information 
Systems within the next three (3) years to able to function and to have a competitive 
edge. 
 

System Name/Type Purpose of the System 

1. Intranet 
 

ICT will enhance the intranet which is SharePoint and integrated 
platform to execute the council business needs. The ELRC 
intranet will enable the ELRC to manage human resource using 
online technologies which includes E-submission, E-Travel 
Claims, ESS, E-Petty cash, E-Training, E-Library, E-Payslip and 
Virtual Meetings. 
 

2. Integrated 
System (DMS 
APP) 

The Integrated System will enable all business units to access 
and record valuable information that will assist them in making 
critical decisions on site. This system will also enable business 
units to capture information instant and such information will be 
available for use in decision making within a short space of time 
as compared to weekly or monthly. 
 

3. Cloud 
Computing 

The aim is to create cloud computing platform which has 
infrastructure as service (Iaas), platform as service (Paas) and 
Software as service (Saas) that can be used as virtual 
computing, storage and networking to replace or supplement 
on- premise servers using cloud computing platform like 
Microsoft Azure which if flexible, open, reliable - 99.9 % 
availability SLA and 24x7 tech support and economical -pay 
what you only use. 
 

4. Video 
Conference 
integration 
platform 

Developing ELRC video conferencing platform that will be 
integrated to our existing DMS APP and Intranet platform to 
facilitate remote engagements amongst parties during dispute 
resolution processes and CBS meetings virtually. Video 
streaming technology that adapts automatically to the available 
bandwidth/ speed through adaptive bitrate with limited latency. 
Secured platform which is scalable and 99.95 % uptime. 
 

5. Migration to 
Office 365 

Full migration will benefit the Council with SharePoint which does 
not require VPN tunnel to access and share documents but only 
internet connectivity. Scalable, new updates work everywhere 
and anytime and guaranteed 99.9 % uptime would be possible. 
Office 365 has safety in high cloud availability and data 
redundancy, data security and control, online backup protection 
and 24/7 online and telephone support 

 
 

6. Cyberattack-
resilience 

 
 
IT Software Auditor  

Implementing a comprehensive cybersecurity resilient strategy 
to protect on premises and cloud platform from cyber-attack, 
data loss and disruption. 
 
Implementing IT software auditor to detects security threats, 
improve security, pass audit compliance, and increase ICT 
security efficiency as per IOS/IEC 2700 best code of practice. 
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System Name/Type Purpose of the System 

7. Document 
Management 
Information 
System 

The purpose of the Document Information Management System 
is to capture and store all source documents that are required 
by the ELRC for easy access all the time. 
 
 

8. Database 
Management 
System (DBMS) 

A Database Management System will enable a proper 
capturing, storing and archiving of information that are of value 
to the core business of the ELRC. 

9. Helpdesk and 
Support Systems 

Enhancing the helpdesk system that will enable the IT 
department to record and analyse calls to be able to respond 
appropriately to system failures. This system will also assist in 
the adequately monitoring of services and implementing to 
correct preventative mechanism to avoid interruptions. 
 

10. Asset 
Management 
Systems 

Asset tracking software that provides real time visibility over 
asset register and alert notification if the assets leave geofence 
area, this is a statutory requirement to keep a proper and 
maintained asset register. 
 

11. Telephone 
System (PABX) 

To integrate current PABX system (3CX) and MAN 3000 which 
has got many features to give user different telephone access 
level. 

 
 

10.   IMPLEMENTATION OF THE ICT STRATEGY 

 
10.1 ICT management is expected to implement structures, processes and ICT governance 

mechanisms for the effective and efficient management of ICT to facilitate the 
achievement of corporate objectives. In addition to ensuring that the risks and costs 
associated with ICT are properly controlled, ICT will measure and manage IT 
performance and report the results to the corporate services. 

 
10.2 The ICT Strategy must have the backing of the Senior Manger Corporate services, the 

CFO and be under the overall direction of the General Secretary of ELRC. 
Operationally, it is managed by the ICT Manager. The strategic goals defined within 
the ICT Strategy will be linked to a more detailed IT annual/project plan with budgetary 
provision made through the Annual Planning Process. 

  

11.   EXTERNAL INFLUENCES AND DRIVERS 

            
11.1 Rapid Changes in technology 

 
The Internet, wireless networking, broad band, data/ IP telephony integration, video 
conferencing, “mobile” and “intelligent” devices are already influencing the way in 
which companies delivers and supports its core services, placing ICT departments 
under constant pressure to accommodate a diverse range of devices, software and 
services.  
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Consequently, it is important for ICT departments to anticipate future demands for 
infrastructure capacities, ICT skills and service delivery models. This can only be 
achieved if we aggressively participate in the global village, benchmark against the 
best in the world. 
 

11.2 Changes in Sourcing IT and Service Delivery 
 
The ICT industry is innovating in the way services are provided. Outsourcing, managed 
service agreements, utility-based charging are becoming common options for sourcing 
ICT services. The ELRC will constantly assess and adjust its ICT provision to optimize 
its sourcing arrangements. 

 

12.  CAPABILITY MATURITY 

 
12.1 A key theme throughout this strategy is the concept of capability maturity. This 

concept is increasingly being used to describe the degree to which a business applies 
formalized processes to the management of its ICT function. Research work conducted 
by organizations such as the Software Engineering Institute at Carnegie-Mellon 
University, Gartner, Intel and the Innovation Value Institute based in NUI Maynooth 
has resulted in a number of maturity models being developed which provide a 
developmental roadmap for organizations wishing to apply a more formal approach to 
managing their activities. 

 
12.2 The central message behind these models is that the more formalised and mature an 

organization’s ICT management processes become, the closer ICT investments are 
aligned with the organisation and the more value is derived from those investments. 
The term “IT Governance” is increasingly used to describe the processes an 
organization implements to assure that its ICT investments generate business value 
and to mitigate the risks that are associated with ICT projects. 

 
Gartner has developed a 5-level capability maturity model for service and operations 
management as shown in the Figure below. 

 

 

Figure 4: Gartner Capability Maturity Model - Source: Gartner (April 2006) 
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According to research from Gartner the vast majority of organisations processes operate 
at either level 1 or level 2, with as little as 12% reaching level 3  and 1% operating at level 
4.  
 
Within the ELRC, the ICT Department believes that while most of our processes operate 
at level 1, some are still at level 0. The ELRC needs to operate at between level 2 or 3 in 
order to be able align ICT with Business objective and reap the reward of ICT investment. 

 

13.  RISKS 

 
13.1 The inevitable increasing use of the internet and accommodation of access to user 

owned devices (Cell phone, tablets and Wi-Fi. PDAs, etc.) from remote and unknown 
locations create security risks that can severely disrupt ability of the ELRC to function 
normally. Information breaches, denial of service, hacking, sabotage and theft is a 
major concern, also most prevalent are virus attacks which are becoming more 
pervasive and sophisticated requiring rapid responses to contain and remove, Thus 
the maintenance of a stable infrastructure is now as important as new developments. 

 
13.2 The ELRC IT will ensure that proper risk assessment and risk mitigation is in place to 

prevent any major disruptions if anything occurs. The key focus will also be directed to 
the ability to regain services in case of disasters caused by these risks. 

 

14.  THE ELRC ICT SOLUTION 

 
14.1 Service Delivery Model  

 
More cost-effective ways of acquiring ICT are through techniques as insourcing, 
outsourcing, transaction-based pricing, commercial risk sharing and open source 
software. ICT will contribute to the ELRC finances and risk management through 
adoption of appropriate cost-effective models and strive to ensure supplier 
independence. 
 

14.2 Interoperability 
 
Standard hardware for ELRC’s functions and open access facilities will be the norm as 
this is necessary for interoperability. A portfolio of open standards-based hardware, 
software and protocols will be adopted. In order to ensure on going interoperability, it 
will be required that IT equipment must not be not more than 5 years old. ICT will 
maintain the infrastructure for the ELRC’s core IT services on a rolling programme 
basis and formally address equipment replacement for all IT equipment. 
 

14.3 Databases 
 

The merging of all ELRC database system will make it possible for us to better gather 
and analyse information about our clients. This will result in us being able to better 
serve the business and industry alike. Understanding our clients means we can better 
serve them with the care and medication they need, when they need them most. To 
augment our personal contact and knowledge of our clients, we need more efficient 
and better ways to analyse data about them and trends in our service delivery 
approaches. This means better service to individual clients and improvements in our 
overall client care system. 
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14.4 Networks 
 
The ELRC “backbone” network will be upgraded on a rolling programme so as to allow 
all parts access to applications and information without significant delay in line with 
Information Technology Infrastructure Library (ITIL) for IT Service Management that 
focuses on aligning IT services with the needs of the Council.  
 

 Telephony over ELRC Networks – ICT will integrate 3CX and Man 3000 
network for telephony (i.e. VOIP) wherever this is economically advantageous. 
 

 Access to the Internet – A connection to the Internet will be maintained and 
increased with sufficient bandwidth so that there is no significant congestion. 
ICT will monitor Value for Money (VFM), reliability and the performance of the 
ELRC’s Internet service providers. 

 

 Wireless Networking – ICT will provide a wireless network in appropriate 
areas, across the ELRC premises in future. Wireless initiatives should involve 
the central IT in the assessment of security and interference risks associated 
with this technology. ICT will be a central source of advice and provide co-
ordination of wireless networking. 

 

 Video Conferencing – ICT will aim to provide video conferencing across data 
networks (IP) in line with the needs of the ELRC’s and the practicality of 
economic limitations. 

  
14.5 Servers 
 

The ICT department will implement a server technology (cloud) that is current, scalable 
and capable to carry the business need depending on capacity and location where 
needed. Provinces will use midrange servers which will connect to the main servers at 
the head office level.  
 
ICT will provide server specifications for the entire ELRC including provinces. All 
servers needs especially where central support is required for server management 
(secure location, access, backups etc.) and maintenance will be provided through the 
ICT department or selected service providers. 

 
14.6 Security 

 
ICT will act as a centre of expertise and support all areas of the ELRC as needed for 
IT security, IT disaster recovery and information back up in compliance with Minimum 
Information Security Standards (MiSS). 
 

 Passwords & Sign On - Users will experience the minimum number of 
usernames and passwords possible commensurate with good authentication 
and security practices. ICT will work towards the situation where users are 
authenticated when they first log on and that all services used after that grant 
access without further sign-on and users password will expire within 30 days 
of every month. 
 

 Disaster Recovery – ICT will develop and maintain disaster recovery plans for 
infrastructure, services and systems for which it is responsible.  
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 Backups - ICT will carry out the backups for ELRC-wide IT services and core 
MIS systems. Departments are responsible for managing the backup 
procedures for all local systems. 
 

 Firewalls – ICT has primary responsibility for network security. 
 

 Encryption - Encryption will be used whenever confidential data is passed 
across open networks by ELRC staff. ICT will publish the encryption standards 
to be used and will assist users with implementing them. 

 

 Information management – ensure that the right people have the right access 
to the relevant information at all times. 

 
14.7 Information Technology Risk Management and Information Security 
 

The ELRC will develop, review and adopt Information Technology Policies and 
Procedures to help manage the risks to information and information systems in all 
forms. All staff has a role to play in this, In particular the policy defines the 
responsibilities centrally and at Department level for information security and requires 
appropriate structures to be set up so that breaches of security can be handled swiftly. 
This includes the establishment of a central IT security function. 
 
Additionally, all areas of the ELRC will be required to carry out a risk assessment at 
least annually and to take action appropriate to the risks identified. 
 

14.8 Competencies 
 
ICT Staff Skills – In order to meet developments in ICT and changing needs, technical 
skills of IT manager/staff will continue to be developed in networking, new technologies 
and systems analysis, web based development, databases, and desktops through a 
variety of learning means. The ICT Department will provide a Skills Development Plan 
(SDP) for its unit in accordance to the needs. 
 

     Legal Requirements 
 

The ELRC will comply with all legislation relating to Information and Communication 
Technology. All staff is required to understand ELRC policy relating to legislation and 
apply them in all instances. 

 Health and Safety – The use of computing equipment is covered by the Health 
and Safety at Work Act with specific requirements included in the provision and 
use of work equipment regulations, and detailed procedures set out in the 
Health and Safety Regulations. All Departments and Provinces must ensure 
that these requirements are adhered to. 
 

 Data Protection – All users must comply with data protection regulations as 
advised by the ELRC. 

 

 Software Licensing – The ELRC requires all users to satisfy themselves that 
they have valid licenses for all software that they use. It is the explicit policy of 
the ELRC that no illegal software or unlicensed software may be used on ELRC 
machines or used on personal equipment connected to the ELRC networks. 

 

 Computer Misuse – Misuse of Computers will not be tolerated and IT will 
establish policies and procedures to deal with misuse. Staff will be required to 
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adhere to the ICT Policy and guidelines, and these will be published on the 
ELRC intranet or policy acceptance policy and guidelines. All personnel will be 
required to read and understand and implement the Policy and guidelines.  

 
The User Support will become increasingly focused on an explicit portfolio of 
agreed hardware, software and protocols. This will protect quality and cost 
effectiveness whilst allowing support to be extended to those Departments with 
specialized support requirements critical to their specialising areas. 

 
STRATEGIC PERFORMANCE TABLE 

Strategic objective Programme 
Performance  

Indicator 

Audited/Actual 
performance 

Estimated 
performance 

2019/20 

Planned 
Performance 
Current Year 

2020/21 

Medium-term targets 

2016/

17 

2017/

18 

2018/

19 

2021/22 2022/23 2023/24 

Efficiency and 
effectiveness of 
business operation 
through an 
established ICT 
Infrastructure that 
ensures 
information is 
available, 
accessible and 
Protected 
 
Critical ICT 
Infrastructure to be 
restored within the 
set timeline 
 

Average of 

99.9% of 

network and 

90% of Business 

Continuity VPN 

connection of 

severs uptime on 

a daily basis and 

issue a monthly 

report 

 

 

 

n/a n/a n/a ICT network score 

uptime of severs, 

maintained at 

average of 99.9% and 

90% by monitoring 

the effectiveness of 

the network and  

and average of 24 

hours to restore the 

server and issue the 

report   

ICT network 

and Business 

Continuity 

VPN 

connection 

score uptime 

of severs, 

maintained at 

average of 

99.9% and 

90% by 

monitoring the 

effectiveness 

of the network 

and an 

average of 24 

hours to 

restore the 

server and 

issue the 

report   

ICT network 

and 

Business 

Continuity 

VPN 

connection 

score uptime 

of severs, 

maintained 

at average of 

99.9% and 

90% by 

monitoring 

the 

effectiveness 

of the 

network and  

an average 

of 24 hours 

to restore the 

server and 

issue the 

report   

ICT network 

and 

Business 

Continuity 

VPN 

connection 

score 

uptime of 

severs, 

maintained 

at average 

of 99.9% 

and 90% by 

monitoring 

the 

effectivenes

s of the 

network 

and an 

average of 

24 hours to 

restore the 

server and 

issue the 

report and 

evaluation 

of the ICT 

infrastructur

e to test if it 

is still 

compatible 

with new 

technology 

ICT network 

score and 

Business 

Continuity 

VPN 

connection 

uptime of 

severs, 

maintained 

at average 

of 99.9% 

and 90% by 

monitoring 

the 

effectivenes

s of the 

network and 

an average 

of 24 hours 

to restore 

the server 

and issue 

the report 

and 

evaluation 

of the ICT 

infrastructur

e to test if it 

is still 

compatible 

with new 

technology 

Comply and 

implement ICT 

governance 

framework and 

practice  

Update the ICT 

Strategic pan 

Provide 

evidence of ICT 

governance 

frameworks 

compliance on 

quarterly basis 

and issue the 

report. 

 

Review and 

update of ICT 

Strategy, submit 

to EXCO for 

approval and 

monitor the 

n/a n/a n/a Approved revised ICT 

Strategic Plan policy 

by updating 

governance 

framework on policy 

on quarterly basis and 

issue the report. 

Monitoring 

effectiveness 

of revised ICT 

Strategic Plan 

policy on ICT 

governance 

framework on 

quarterly basis 

and issue the 

report  

Monitoring 

effectiveness 

of revised 

ICT Strategic 

Plan policy 

on ICT 

governance 

framework 

on quarterly 

basis and 

issue the 

report. 

Evaluation 

of the 

revised ICT 

Strategic 

Plan on ICT 

governance 

if is still 

relevant 

with new 

ICT 

legislations 

on a 

quarterly 

basis and 

Evaluation 

of the 

revised ICT 

Strategic 

Plan on ICT 

governance 

if is still 

relevant 

with new 

ICT 

legislations 

on a 

quarterly 

basis and 
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15.  ICT GOVERNANCE 

 
15.1 King IV states that “the board should be responsible for IT governance”. It is expected 

that through effective and responsible leadership information technology will be used 
to sustain and extend the company’s business strategy and corporate objectives. 

 
15.2 The first step towards better governance is to establish accountability. This requires 

an examination of the roles and responsibilities within the processes used for decision-
making that can impact on the achievement of strategic goals. 
The corporate services provide leadership and delegates’ responsibility to the ICT 
manager to implement the organisational structure and processes to leverage ICT 
resources and drive alignment, deliver value, manage risk, optimise resources and 
manage performance. People who are accountable for good governance are 
responsible for making the changes, when necessary, to deliver the performance 
expected by the organisation. 
 

15.3 Corporate governance of ICT involves evaluating and directing the use of ICT to 
support the organisation and monitoring this use to achieve plans. It includes the 
strategy and policies for using ICT within an organisation. (ISO/IEC 38500: 2008: 3). 

 
15.4 The ICT Department will implement IT controls framework in line with COBIT 19 

framework which comprises of Accounting controls (“General” controls, Application” 
controls and “User” controls) and Administrative controls. General controls are found 
in the infrastructure, technology and system software. Application controls are specific 
to business processes. User controls are the manual checks performed by staff. 

 

15.5 In recognition of the importance of the Governance of ICT, a number of 

internationally recognised frameworks and standards, such as King IV Code, 

ISO/IEC 38500 and COBIT, have been developed to provide context for the 

institutionalisation of the Corporate Governance of ICT.  

(a) The King III Code:  The most commonly accepted Corporate Governance   
Framework in South Africa. It was used to inform the Corporate 

Governance of ICT principles and practices in this document and to 

establish the relationship between Corporate  

Governance of and Governance of ICT.  
 

(b) ISO/IEC 38500
7
: Internationally accepted as the standard for Corporate 

Governance of ICT; it provides governance principles and a model.   
(c) COBIT: An internationally accepted process framework for implementing 

Governance of ICT. COBIT fully supports the principles of the King III Code 

and the ISO/IEC 38500 standard in the Corporate Governance of ICT.  

 

Figure 3 depicts the different layers of governance and the interrelationship 

implementation 

of the ICT 

strategy on a 

quarterly basis  

 

issue the 

report. 

issue the 

report. 
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between the different frameworks and standards.  

 

 

 

 
 
 
 
 
 
 
 
 
 
 

 
 

 
Figure 3: Interrelationship of the different Frameworks and Standards 
 
15.6 Corporate Governance of ICT encompasses two levels of decision-making, authority 

and accountability to satisfy the expectations of all stakeholders:  
 

(a) Facilitating the achievement of a Council’s strategic goals (Corporate   
Governance of ICT); and  

 
(b) The efficient and effective management of ICT service delivery (Governance of 

ICT).  

The implementation of Corporate Governance of ICT in the Council thus consists of 

the following layered approach:  
 

(c) This CGICTPF, which addresses the Corporate Governance of ICT layer.  
 

(d) COBIT, which will be adapted and implemented as the GICTF on the   
Governance of ICT layer 

Figure 4 demonstrates the different governance layers with their related frameworks and 
standards 
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16. CORPORATE AND MANAGEMENT RESPONSIBILITIES 

 
16.1 The Senior Manager corporate services should specify the decision rights and 

accountability framework to encourage the desirable culture in the use of ICT. 
 

16.2 The GS may approve the appointment of an ICT steering committee with relevant 
representation from organisation and ICT to assist with its governance of IT. 
 

16.3 An Audit and Risk Committee should assist the corporate services unit in carrying out 
its ICT responsibilities. 

 

17. ACHIEVING THE ELRC ICT STRATEGY 

 
17.1 The ELRC ICT strategy will be achieved through a set of operating norms: 

 Using standard systems and open standards to enable interfacing of systems 
and sharing of data 

 Using cloud computing and virtualisation to save on the cost of ICT 

 Using proven technologies and suppliers 

 Authentication to protect critical resources 

 Proving cutting edge technologies in limited usage (typically in a single 
department) before ELRC-wide deployment 

 Using separate servers for major systems to improve flexibility (i.e. systems 
can be moved easily) 

 Creating flexible technology infrastructures  

 Encouraging innovation in the use of ICT within Departments and within central 
services 

 Maintaining an understanding of the developments (both general business 
developments and specific information/ICT developments) across the ELRC 
and within Departments 

 Monitoring developments in the field of IT 

 Benchmark against similar industries and best technology around the world 

 
 

18. ICT STRATEGY AND BUDGET (3-year total) 

 
The following strategic actions and budget are based on the business need and 
therefore it is critical that they are implemented to support business strategic goals. 
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  Strategic Action Deliverable 

2020/21 

2
0
2
1

/2
2

 

2
0
2
2

/2
3

 

Budget 
Stat

us 

Q

1 

Q

2 

Q

3 

Q

4 
        

SA-1 

- Enhancement & 
implement  
ELRC Intranet 

- Integrate the 
ELRC 
systems into 
ELRC 
Intranet 
platform, 
Automation 
of 
submission, 
Travels 
Claim, Petty 
cash on 
intranet 

      R100,000  

  

- Migration of 
Office 365. 

-Full migration 
will benefit the 
Council with 
SharePoint 
which does not 
require VPN 
tunnel to 
access and 
share 
documents but 
only internet 
connectivity. 
Scalable, new 
updates work 
everywhere 
and anytime 
and 
guaranteed 
99.9 % uptime 
would be 
possible. 
-Office 365 has 
safety in high 
cloud 
availability and 
data 
redundancy, 
data security 
and control, 
online backup 
protection and 
24/7 online and 
telephone 
support 
-  

      70,000  

SA-2 - Acquire a cloud infrastructure by 
the 2021/22 financial year, cloud 
and environmental infrastructure 
in an appropriate standard and 
best code of practice. Core 
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infrastructure and management 
activities will be carried out in-
house. 

  

S
A

-2
 (

a
) 

- Video 
Conferencing 
solution 

- Developing 

ELRC video 

conferencing 

platform that 

will be 

integrated to 

our existing 

DMS APP and 

Intranet 

platform to 

facilitate 

remote 

engagements 

amongst 

parties during 

dispute 

resolution 

processes and 

CBS meetings 

virtually. Video 

streaming 

technology that 

adapts 

automatically to 

the available 

bandwidth/ 

speed through 

adaptive bitrate 

with limited 

latency. 

Secured 

platform which 

is scalable and 

99.95 % 

uptime.                                           

       

800,000 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

R295,000 

 

 

 

 

 

 

 

 

 

S
A

-2
 (

b
) 

- New technology 
installations will 
be designed, 
deployed and 
installed in 
compliance with 
the 
Organization’s 
Information 
Security 
policies and 
procedures. 

- Cybersecurity 

configured                      

- IT audit 

Software and 

intrusion 

software 

installed 

(Forefront 

Endpoint 

security) 

      

S
A

-2
 (

c
) 

- ICT Department 
will seek to 
reduce the 
complexity of 
the ICT 

- Management 

Portal                  

- Management 

Reports on 
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environment to 
simplify its 
management, 
improve 
resilience, and 
reduce costs 
and energy 
usage. 

infrastructure 

usage 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

R150, 000 

S
A

-2
 (

d
) 

- ICT Department 
will the use 
remote desktop 
system to 
provide greater 
centralized 
management of 
the 
Department’s 
ICT 
environment, 
including 
patching 
desktops and 
servers. 

- Enable 

Remote 

capability on 

Desktop 

through 

implementation 

of Remote 

Desktop 

Connection 

(RDC) 

      

S
A

-2
 (

e
) 

- ICT Department 
will exploit the 
availability of 
cheaper 
bandwidth 
between its 
offices and 
leverage the 
capability of the 
Diginet and 
wireless 
network for the 
Wide Area 
Network 
(WAN).  

- Installation of 

Wireless 

networks on all 

ELRC offices       

 - Installation of 

Microwave 

access at 

Provincial 

Offices 

      

S
A

-2
 (

f)
 

- ICT Department 
will integrate 
3CX PBX and 
Man 3000 to 
improve on the 
existing 
telephone 
system in each 
of its locations. 

       

 - Implement 

Local Call 

between ELRC 

provinces – 

Install budget 

software 

      

S
A

-2
 (

g
) 

- ICT Department 
will look to 
allow user to 
access their 
emails in their 
tablet & cell 
phones as per 
approved 
request. 

- Activate the 

IMAP & POP3 

in the email 

server 
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S
A

-2
 (

h
) 

- ICT Department 
will implement 
remote access 
capability and 
the preferred 
mechanism for 
providing 
remote access 
through the 
APN and Zero -
rating. 

- Rolling out of 

3G capability 

through APN or 

Zero rating to 

enable Party 

members to 

access 

arbitration  

virtually from 

any location 

      

S
A

-2
 (

i)
 

- ICT Department 
will Implement 
Assets 
Management 
Software 

- Asset tracking 

software that 

provides real 

time visible of 

Assets 

 

 

 

- Implem

ent 

DMS 

APP 

intergr

ation 

system 

to meet 

ELRC 

busine

ss 

needs 

      

S
A

-2
 (

j)
 

- ICT Department 
will integrate all 
system 
application 
server 
technologies 
which it 
supports. 

      

SA-3 

- Implementation 
of a Microsoft 
Volume licence 
Model to enable 
interoperability 
and save costs. 

- Server 

Software                             

- Virtualization 

Software                    

- Office 

Software                                       

- Security 

Software 

           

SA-5 

- The Information 
Security 
standards will 
be applied 
consistently 
across the IT 
infrastructure 
and on all 
systems, 
regardless of 
whether they 
are managed 
by the ICT 
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Department or 
are outsourced 
to 3rd parties. 

SA-6 

- ICT Department 
will introduce a 
formal Project 
Management 
methodology 
based on 
Prince2 or 
similar. As part 
of this 
methodology 
Business Units 
will become key 
members of the 
Project Team, 
and with overall 
responsibility 
for developing 
and delivering 
the Business 
Case and Risk 
Management. 

  

         

SA-7 

- In association 
with Business 
Departments 
and Data 
Owners, ICT 
Department will 
introduce 
appropriate 
controls to 
ensure the 
security of all 
information and 
will deploy 
technology 
solutions as 
appropriate to 
implement 
these controls. 

  

        

SA-8 

- Upgrade of the 
current set of 
computer 
systems that is 
ageing. New 
PCs will be 
capable of 
running the 
latest Windows 
operating 
system, which 
will be bought 
with licenses. 

  

         R 100,000  
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The following guidelines will be used in making strategic decision for the ELRC: 

 Off-the-shelf packaged solutions will be selected for new business applications 
where possible. 

 New technology investment decisions will be based on Total Cost of Ownership 
rather than simply initial purchase price and will seek to achieve higher IT Efficiency 
and to leverage the existing skills of ICT Department staff. 

 ICT Department will continue actively to monitor technology trends and will 
introduce new technologies which have demonstrated clear business value as and 
when required. 

 ICT Department will review licensing agreements and maintenance / support 
contracts to ensure value for money continues to be obtained and that the ELRC 
is complying with copyright laws. 

 

19. BENEFITS OF IMPLEMENTING THE ICT SOLUTION FOR THE ELRC 

 
19.1 By adopting these strategic initiatives, ICT Department believes it can address key 

challenges outlined earlier. Specifically, ICT Department believes this strategy will 
result in: 

 Compliance with IT Governance as stated in the King IV report 

 Compliance with all audits by external audit yearly audits 

 The Organisation’s information security stance being significantly improved as 
per COBIT 19 and ISO/IEC 27000 

 ICT Department staff having time to engage with the business, and research 
and introduce innovative solutions 

SA-9 

ICT Department 

will undertake 

application 

development, 

implementation 

and upgrade 

projects as 

required by the 

business. (Small 

Projects) 

  

          

SA-12 

Benchmark with 

locally, regionally 

and internationally 

similar 

organization for 

best practices.  

- Report 

outlining the 

status of ELRC 

System as 

compared to 

other Systems 

in similar 

industries 

Nationally, 

Regionally and 

Internationally. 

          

TOTAL PLANNED    

TOTAL APPROVED    

TOTAL BUDGER (3 YEARS)    
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 Documentation of processes leading to less dependence/pressure on key 
individuals 

 Reduced technological complexity 

 Improved involvement, understanding and ownership by Business Units of 
projects involving ICT 

 ICT department’s annual Business/Project Plans being clearly linked to the 
overall strategic direction of the Organisation 

 Improved income collection capability by implementing better systems 
(completeness of revenue) 

 Better communication and more effective public relations through customer 
relations management systems 

 

20. CONCLUSION 

 
20.1 The present ICT infrastructure is not geared to fulfil the objectives of the ELRC and 

has limitations. The recommendations made in this document will fundamentally 
change the design of the ICT infrastructure ensuring that the ELRC has the capacity 
to support the increasing demand for ICT services, centralised support structures, 
software and productivity improvement tools and designed redundancy which will all 
contribute to high service availability and reduced cost.  

 
20.2 It is the ELRC’s ability to respond to the changing needs of the core business that 

makes the design proposal in this strategy so compelling. Implementing fundamental 
changes of this magnitude will require careful planning and expert project 
management. Many of the software and hardware products that are proposed in this 
strategy will be new to the ICT staff, the intention is to build implementation teams 
made up of internal staff and external experts so that the relevant knowledge and skills 
are acquired during the implementation cycle. The staffing profile in the ICT 
Department will change in line with the proposal in the strategy. 

 
20.3 Acquiring a new infrastructure will be costly, however, the investment in technology 

must be part of the overall strategy to improve service delivery and achieving the 
ELRC’s goals. 

 

21. GLOSSARY OF TERMS 

 
Encryption -The practice of encoding information in such a way that only the sender 
and receiver can decode it thus giving it a high degree of security from unauthorized 
access. Encryption technologies are available to match the level of security being 
sought up to military levels of security. 
 
ICT -Information and Communications Technology, also refers to the central functions 
known as ICT that manage the Organization’s ICT infrastructure. 
 
Internet -The global network that connects tens of thousands of networks around the 
world. 
 
Intranet - Most commonly used to describe a web site or collection of web sites used 
within an organisation to present internal information and service to staff and other 
internal constituencies. 
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IP - Internet Protocol, Refers to the standard used by the Internet for transferring data 
over the network, also referred to as TCP/IP – Transmission Control Protocol/Internet 
Protocol. 
 
Password - A code used to gain access to a machine or system. In combination with 
a username the password acts as a means of authenticating the user. 
 
Portal - A term used very loosely to describe a web site that acts as a point of entry to 
an organization’s web-based information, applications and services. 
 
Server - A computer, or software package, that provides a specific service (e.g. mail 
server) to software running on other machines (called clients). 
 
VFM - Value for money. A complex concept that compares the value of an investment 
or initiative with the money required. Value is not simply monetary value. Risk is 
typically included. VFM analysis has recently become very important in the UK public 
sector. 
 
VOIP - Voice over Internet Protocol (see IP). Refers to using data networks – whether 
the Internet or an organization’s network – for telephony. The voice is converted into a 
digital format, broken up into small packets of information and then transmitted to the 
listener across a data network. Combining voice traffic and data traffic can be very cost 
effective. 
 
Web - Shortened name for World Wide Web or www. This is the collection of 
information resources connected together across the Internet that are accessed using 
a web browser. 
 
Wireless Networking - Networking that links computers and other devices using radio 
waves, rather than cables. This allows user to be mobile whilst using IT services.  
 
 

 

22. ABREVIATIONS AND ACRONYMS 

 
APN Access Point Name 
BI Business Intelligence 
DRP Disaster Recovery Plan 

     EDMS Electronic Document Management System 
     GUI Graphic User Interface 
    ICT Information and Communication Technology 
    IS Information Services 
    IT Information technology 

     SLA Service level agreement 
          SA Strategic Action 

    VPN Virtual Private Network 
 

23.     POLICY REVIEW 

  
Non-compliance with this ICT Strategic plan Policy or any applicable regulatory 
requirements through any deliberate or negligent act or omission, including allowing a 
staff member, either expressly or implicitly, not to comply with this Policy or any 
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applicable regulatory requirements; will be considered serious and will be dealt with in 
terms of the ELRC’s disciplinary policies and procedures. 

 
 

24.     POLICY REVIEW 

The policy shall be reviewed annually or as and when the need arises, with the 
permission of the General Secretary.   

 
 

 


