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INTRODUCTION 

 

1. The ELRC Constitution and Risk Management Policy requires the General Secretary to ensure 

that the organisation have and maintain effective, efficient, and transparent systems of risk 

management. The primary objective of the risk management at ELRC is to ensure that the 

Council improves and sustains its performance by protecting the organisation from adverse 

outcomes and optimising on opportunities.  

 

2. To give effect to this objective, a risk assessment was undertaken with all business units to 

identify risks that could impede the attainment of objectives and to determine the levels of controls 

and action plans that are currently in place to mitigate the risks. 

 

PURPOSE OF THE REPORT 

 

3. To provide an update to the Audit and Risk Committee on the status of the risk registers being 

maintained within the ELRC. 

 

BACKGROUND AND ENGAGEMENT 

  

4. The risk registers maintained within the ELRC are reviewed and updated by the relevant risk 

owners and reported on a quarterly basis.  

 

SUMMARY OF STRATEGIC RISK MITIGATION PROGRESS FOR THE FOURTH QUARTER    

 

5. The quarterly review of the risk register was carried out in March 2021. 

 

6. The Key Risk Register is tabled under Annexure 1, which provides full details of all risks on the 

register together with details of the control actions. 

 

7. The total number of Key Risks reported is five (5): 
 

- two (2) are from Dispute Management Services,  

- two (2) are from Collective Bargaining Services, and  

- one (1) is from Executive Services. 

 

8. The risk owners decided to keep the residual scores for four (4) risks unchanged, within the 

medium threshold bracket; and one risk residual score decreased from medium to low threshold 

bracket. Table 1 below reflect the current position of each key risk. 
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Table 1 
Risk No. Key Risk Description Risk Owner Annual 

Assessment 
Survey 
01 April 

Q1:  
30 June 
Assessment 

Q2: 30 
September 
Assessment 

Q3: 31 
December 
Assessment 

Q4:  
31 March 
Assessment 

Rationale 

KR01 Failure to expedite 
inquiry by Arbitrator for 
sexual misconduct cases 
relating to minors 

Senior 
Manager, 
DMS 

     
The residual score remains static, attributed to continuous monitoring of the 
referred cases. Of the 10 received  jurisdiction cases of sexual misconduct, 9 
were scheduled within 60 days while 1 (one) has not yet been scheduled.  

Planned meeting with DOJCD to further collaborate on intermediary training 
and use of courts facilities. 

Training and appointment of more intermediaries. 

Status -  

KR02 Failure or delays to 
effectively resolve 
referrals within the 
ELRC jurisdiction 

Senior 
Manager, 
DMS 

     
The control effectiveness has gained strength and reduced from medium to 
low threshold. This is attributed to the monitoring of  cases on the DMS APP- 
Allocate and schedule vigorously cases which are in jurisdiction. 

Status -  
 

KR03 Non-implementation of 
signed collective 
agreements 

Manager, 
CBS 

     
The residual score remains at satisfactory level as Council had not adopted 
any Collective Agreements.  
Council adopted an Addendum to DBE Circular 01 of 2021 “The Return of 
Educators and Support Staff to Schools for the 2021 Academic Year Amidst 
COVID-19 Pandemic”. 

Status -  

KR04 Failure to identify and 
table matters of mutual 
interest 

Manager, 
CBS 

     
The residual risk score is kept static at satisfactory level. Attributed to the 
following: 

1. Out of the five matters on the 2020/21 Management Plan, two were rolled 
over to the 2021/22 Management Plan. 
2. Two items were removed from the 2020/21 Management Plan. 
3. The Council adopted the 2021/22 Management Plan at a Bargaining 
meeting convened on 25 March 2021 (with nine matters identified). 

Status -  

KR05 Corporate funding / 
going concern 

General 
Secretary, 
Chief 
Financial 
Officer 

     
Residual score remains the same as there is no change regarding securing 
levy increase.  

Status -  
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⃝ High Risk management activities have not resulted in demonstrated improvement in the inherent risk exposure 

⃝ Medium Risk management activities have begun to demonstrate improvement in the inherent risk exposure 

⃝ Low Risk management activities have resulted in demonstrated improvement to adequately address or exceed inherent risk exposure 
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SUMMARY OF OPERATIONAL RISK MITIGATION PROGRESS FOR THE FOURTH QUARTER 

 

9. The operational business units/areas risk registers reported a total of 85 risks: 
 

- 69 are active risks, and 

- 16 are archived risks. 

 

10. The Operational Risk Registers are tabled under Annexure 2, which provides full details of all 

risks on the register together with details of the control actions. 

 

11. After taking into consideration the effectiveness of the mitigation plans or controls, the summary 

of the residual risk scores is as follows: 
 

Table 2 
 

Rating Risk Score (Threshold) Number of Risks Percentage 

High 12.1 - 25  4 5% 

Medium 7.1 - 12 39 46% 

Low 1 - 7 26 30% 

Archived Below 3 16 19% 

TOTAL  85 100% 

 

12. The table  below depicts the residual status per business unit: 
 

Table 3 
 

Business Unit Total Low Medium High Archived 

Human Resources 6 0 4 0 2 

Information Communication 
Technology 

5 0 3 0 2 

Finance 6 1 4 0 1 

Dispute Management Services 5 4 1 0 0 

Supply Chain Management 9 3 5 0 1 

Research and Media 2 2 0 0 0 

CBS: National 5 2 2 0 1 

PELRC Western Cape 6 2 0 0 4 

PELRC Eastern Cape 4 1 3 0 0 

PELRC Northern Cape 5 2 2 0 1 

PELRC Mpumalanga 5 1 2 2 0 

PELRC Limpopo 6 3 2 0 1 

PELRC KwaZulu Natal 5 1 2 2 0 

PELRC North West 5 1 3 0 1 

PELRC Gauteng 5 1 3 0 1 

PELRC Free State 6 2 3 0 1 

TOTAL 85 26 39 4 16 
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PROGRESS AGAINST THE RISK MANAGEMENT IMPLEMENTATION PLAN 2020/21  

 

13. The Risk Management Plan is developed to effect the implementation of the Risk Management 

Strategy and outlines what risk management activities aimed at entrenching a risk aware culture 

and a risk smart workforce within the department.  

 

14. The planned activities form the basis for quarterly risk management reporting to the Audit and 

Risk Committee.  

 

15. The following were planned overall key activities against this plan which have been achieved 

since the start of 2020/21 to date. 
 

Table 4 
No. Planned Risk Management  

activities as per the plan  
Expected output Progress to date 

1 Conduct risk assessments on 
business units/areas. Facilitate 
risk identification and assessment 
sessions 

Approved Risk Registers: Key and 
Operational 

Risk assessments sessions were conducted  
with all business units to facilitate the 
identification and assessment of risk 
during the fourth quarter of 2019/20 

Key Risk Assessment was conducted and 
approved in February 2020. 

Fully implemented 
2 Development of risk response 

strategies 
Action plans implemented per 
agreed each risk 

Mitigation plans have been drafted for all 
risks identified and are currently being 
tracked for implementation. 

Risk response is embedded into the day-
to-day operations and reporting of the 
responses is quarterly. 

Fully implemented 
3 Maintain and continuously 

improve capacity within the 
department through 
training(accredited) and 
awareness  

Arrange training for executive 
members and senior managers on 
risk management.  

Make presentations on risk 
management at general staff  
meetings 

Training for executive members and senior 
management was held during February 
2020. 

Refresher training for Senior Managers and 
Managers was held from the 23rd to 25th 
November 2020. 

Fully implemented 

4 Review of the Risk Management 
Framework document ( Policy) 

Approved Risk Management Policy The review of the Risk Management Policy 
of was done third quarter. 

RM Policy updated and approved. 
 
Risk Management Standard Operation 
Procedure approved. 

Fully implemented 
5 Facilitate the execution of ERM 

processes  
Approved progress reports: present 
progress reports  at various 
intervals 

Progress reports are presented to various 
stakeholders quarterly at ARC. 

Fully implemented 

6 Evaluate control effectiveness Assurance report on controls 
assessed 

Annual report on the effectiveness of 
controls 

To be reported included in the annual 
report. 
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Annexure 1: 4th Quarter Key Risk Register 

Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Progress on 
Mitigation Plans 

KR01 Failure to expedite 
inquiry by Arbitrator 
for sexual misconduct 
cases relating to 
minors 

Lack of appropriate 
venues 

• Non-achievement 
of performance 
targets                                                    

• Reputational risk 
(non-
implementation 
of collective 
agreements 
might taint the 
ELRC's name) 

Almost 
certain (5) 

Major (4) 20 Schedule cases 
through zoom and 
continuously monitor 
progress. 
 

Satisfactory 50% 10 The residual score 
remains static, 
attributed to 
continuous 
monitoring of the 
referred cases. Of 
the 10 received  
jurisdiction cases 
of sexual 
misconduct, 9 
were scheduled 
within 60 days 
while 1 (one) has 
not yet been 
scheduled.  

Planned meeting 
with DOJCD to 
further 
collaborate on 
intermediary 
training and use 
of courts facilities. 

Training and 
appointment of 
more 
intermediaries. 

Status -  

KR02 Failure or delays to 
effectively resolve 
referrals within the 
ELRC jurisdiction 

• Increase 
postponement 
requests.         

• Non-availability of 
panellists, 
commissioners, or 
intermediaries                                

• Cases are not 
resolved timely 
has a negative 
impact on the 
turn-around 
times for 
conciliation and 
arbitration 
processes.         

Likely (4) Major (4) 16 Monitor availability of 
Commissioners and 
even ask them to 
allocate more dates 
when there is a lot of 
cases referred. Pairing 
of conciliations. 
Decline unnecessary 
postponements and 

Good 75% 4 The control 
effectiveness has 
gained strength 
and reduced from 
medium to low 
threshold. This is 
attributed to the 
monitoring of  
cases on the DMS 
APP- Allocate and 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Progress on 
Mitigation Plans 

• The financial 
muscle gets 
strained.        

• Reputational 
damage                       

• Non achievement 
of objectives                                                                             

schedule even during 
school recess. 

schedule 
vigorously cases 
which are in 
jurisdiction. 

Status -  

 

KR03 Non-implementation of 
signed collective 
agreements 

Lack of monitoring 
and evaluation 
mechanisms of 
collective 
agreements  

• Possible labour 
impasse                 

• High number of 
dispute referrals                                        

• The financial 
muscle gets 
strained 

Almost 
certain (5) 

Major (4) 20 • In terms of the ELRC 
Constitution (Part C) 
clause 69.1 - The 
General Secretary may 
promote, monitor and 
enforce compliance 
with any Collective 
Agreement of the 
Council, within the 
scope of the Council 
and in terms of this 
section 33 and 
section 33A of the 
Act." 

• Business rules in 
place for QMS 
training. 

Satisfactory 50% 10 The residual score 
remains at 
satisfactory level 
as Council had 
not adopted any 
Collective 
Agreements.  
Council adopted 
an Addendum to 
DBE Circular 01 
of 2021 “The 
Return of 
Educators and 
Support Staff to 
Schools for the 
2021 Academic 
Year Amidst 
COVID-19 
Pandemic”. 

Status -  

KR04 Failure to identify and 
table matters of mutual 
interest 

• Parties not reaching 
consensus on 
significant 
management plan 
matters.                                                  

• Delays in seeking 
mandates.           

• Non-attendance, 
postponement, or 
cancellations of 
meetings           

• Increase in the 
number of 
disputes referrals 
 

• Labour unrest 

• Delays in the 
implementation 
of policies 
(NEPA, ECD, 
PPN) and issues 
agreed upon in 
the Management 
Plan. 

Likely (4) Major (4) 16 • ELRC Constitution in 
place, detailing the 
procedures on 
matters of mutual 
interest in place. 

• Consultation 
procedures on 
matters of mutual 
interest in place  

• Meetings conducted 
virtually enabling 
parties to attend 

Satisfactory 50% 8 The residual risk 
score is kept 
static at 
satisfactory level. 
Attributed to the 
following: 
1. Out of the five 
matters on the 
2020/21 
Management 
Plan, two were 
rolled over to the 
2021/22 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Progress on 
Mitigation Plans 

meetings at short 
notice. 

• Placing the identified 
bargaining matter on 
the agenda.                                                                                                    

Management 
Plan. 
2. Two items 
were removed 
from the 
2020/21 
Management 
Plan. 
3. The Council 
adopted the 
2021/22 
Management Plan 
at a Bargaining 
meeting 
convened on 25 
March 2021 (with 
nine matters 
identified). 

Status -  

KR05 Corporate funding / 
going concern 

• Levy increase fixed 
over a period of 5 
years.                                                 

• Levy increase not 
granted due to the 
deteriorating 
economic conditions 
of the country 

• Decline in 
revenue and 
increase in costs, 
recurring deficit.                             

• Possible 
retrenchments                        

• Legal 
proceedings 
against the ELRC 

Almost 
certain (5) 

Severe 
(5) 

25 • Revenue collection 
regulated by 
Collective Agreement 
5 of 2016 (Levy 
Agreement).                                                                     

• Monthly monitor that 
the Council reflects a 
positive net asset 
position in that the 
total assets exceeds 
the liabilities.      

• Availability of cash 
reserves. 

Satisfactory 50% 12.5 Residual score 
remains the same 
as there is no 
change regarding 
securing levy 
increase.  

Status -  
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Annexure 2: 4th Quarter Operational Risk Registers 

PERLC Kwa-Zulu Natal 
Risk # Risk Description Root Causes Consequences 

- Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

KZNPC01 Postponements of 
meetings by 
parties 

Non-availability 
of party 
members  

Failure to 
achieve APP 
targets 

Almost 
certain (5) 

Major (4) 20 • Ongoing tabling 
of concerns at 
STANCO on 
performance of 
Chamber vis a vis 
the need to 
reduce 
postponement 
rate of scheduled 
meetings.                   

• Continued use of 
online meetings 
for the 
immediate future. 

Weak 25% 15 • Ensure that 
meetings are 
convened to 
address APP 
requirements 
and to schedule 
meetings asper 
meeting 
adopted 
meeting 
calendar.  

• The residual risk 
has decreased 
from medium to 
low bracket due 
to online 
meetings.  

• Parties / 
delegates are 
available as the 
time of meetings   
could be varied 
to accommodate 
delegates and 
do not have to 
travel to 
meeting venues.   

• If unavoidable, 
rescheduled 
meetings are 
convened during 
the same month 
/ quarter 
thereby reducing 
/ eliminating  
adverse 

The residual score 
has increased. 

Some meetings 
took place, whilst 
others were 
postponed.   

Meeting calendar 
adopted at 
STANCO  to  be 
actioned  and 
adhered to.   

Status -  
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

consequences of 
failing to achieve 

KZNPC02 Irregular, fruitless, 
and wasteful 
expenditure 

• Non-
compliance 
with SCM 
laws and 
regulations                                      

• Poor 
performance 
by employees 
/ staff 
bypassing the 
system 

• Negatively 
affecting the 
financial 
statements 
of the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 SCM policies and 
procedure in 
place and 
adherence is 
embedded in the 
daily operations.                                                 

Very Strong 90% 1.6 On resumption 
of the normal 
functioning of 
Chamber (face to 
face meetings) 
efforts shall be 
increased to 
secure 
attendance in 
advance from 
Parties 
(telephonic 
reminders close 
to meeting date 
to compliment 
RSVPs in notice / 
agenda of 
meetings.                    
 

The residual score 
has decreased. 
This is due to 
changes in work 
procedures. No 
face-to-face 
meetings are held.                       

Fruitless and 
wasteful 
expenditure in 
KZN was limited 
to that incurred by 
reason of wasted 
catering costs due 
to non-attendance 
by Parties with full 
delegation.   

Online meetings 
held thus no 
catering required. 

Status -   

KZNPC03 Failure to comply 
with business 
policies and 
procedure  

Disregarding of 
laws and 
regulations                                             
Lack of 
consequential 
management  

• Weak control 

environment. 

• Recurring non-

compliance 

audit findings. 

• Possible 

irregularities.                         

Almost 
certain (5) 

Moderate 
(3) 

15 • Ongoing 

advocacy with 

employees on 

the need to 

adhere to comply 

with policies in 

the hope of 

avoiding more 

stringent 

consequence 

management 

processes. 

• Promote periodic 

advocacy (as 

refresher) of 

Satisfactory 50% 7.5 Continuous 
monitoring 
compliance with 
business policies 
and procedures 
despite the 
unavailability of 
resources such 
as telephone 
lines and limited 
internet 
connectivity.no 
access to 
intranet. 
 

Residual score 
kept static. 

Cell phone 
provided.  Stable 
internet access 
with sufficient 
data is awaited. 
 

The impact of the  
COVID 19 
pandemic resulted 
in major 
administrative and 
operational 
changes in some 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

internal policies 

and procedures.  

of the manual 
processes. 
These are being 
closely monitored 
to ensure 
achievement of 
the operational  
objectives. 

Status -  

KZNPC04 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 

monitoring                       

• Poor 

coordination 

and collection 

of information                                       

• Poor 

performance 

• Impact on 

decision 

making. 

• Possible audit 

findings 

Almost 
certain (5) 

Moderate 
(3) 

15 The requirement 
to submit a POE 
to cross 
referencing / 
rectification for 
inaccuracy in 
reporting 

Unsatisfactory 1% 14.85  4th quarter and 
annual reports not 
submitted on due 
dates; hence the 
residual score has 
lost strength. 

Status -  
 

KZNPC05 Impact of COVID- 
19 pandemic and 
regulations on 
service delivery of 
ELRC, KwaZulu 
Natal Chamber 

• Restriction on 

convening face 

to face 

meetings or 

workshops of 

Chamber.                                             

• Controlled or 

limited 

accessibility to 

the provincial 

offices to users 

due to limited 

mobility of 

persons in 

general in a bid 

to combat the 

spread of the 

virus.  

Impact 
negatively on 
effective 
operations of 
the Chamber. 

Likely (4) Major (4) 16 • Conduct 

meetings on 

virtual platforms. 

Use more 

modern 

technology at 

disposal such as 

emails and 

WhatsApp calls. 

• Dependent on 

the prevalence / 

ongoing impact 

of the COVID 19 

Pandemic and of 

its consequences 

on the work of 

the ELRC. 

 

Satisfactory 50% 7.5 • Used multiple 

modes of 

communication 

(email/SMSs/ 

WhatsApp)  to 

effectively 

transmit/serve 

reminders for 

online meeting 

telephonic & 

material to be 

used for 

discussion.                                           

• Convening of 

face-to-face 

engagements on 

selected events 

where face to 

face interaction 

is unavoidable 

Residual score 
kept static due to 
ongoing 
convening of 
online meetings.  

Regular telephonic 

reminders to 

Parties to ensure 

perusal of reading 

material provided 

in advance to 

streamline 

meetings.                            

Regular check 

with delegates 

before meeting - 

ensure gadgets 

are working - 

sufficient data 

available etc. 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

(e.g., Workshop 

in).  

Status -  
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PERLC North West 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

NWC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature) 

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided financial 
resources.                                                

• Inconsistency in 
implementation of 
CAs                                                       

• Ineffective 
dispute 
preventive 
measures / task 
teams 

Likely  
(4) 

Major 
(4) 

16 • Training on 
Collective 
Agreements is 
provided (after 
signing of a new 
agreement or as 
and when a 
requested is 
received from 
parties)                                         

• Dispute 
prevention task 
teams at 
provincial level in 
place 

• Monitoring of 
implementation 
on collective 
agreements which 
extrinsically 
motivate 
negotiators to 
regularly 
familiarise 
themselves with 
collective 
agreements 
prescribed by 
APP. 

Satisfactory 50% 8 
 

Continuous 
monitoring of 
existing 
controls 

The risk residual 
score is kept at 
satisfactory level, 
attributed to: 

Collective 
Agreement 4 of 
2018 advocating 
on appointment and 
conversion of 
temporary teachers 
is successfully 
implemented. 

Given that Collective 
Agreement 1 of 
2020 relates to 
alert level 2 and 3 
and we have moved 
to alert  level 1, the 
item related to the 
said collective 
agreement is 
removed from 
agenda. 

Status -  
 

NWC02 Irregular, fruitless 
and wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                      

• Poor 
performance by 
employees / staff 
bypassing the 
system 

• Negatively 
affecting the 
financial 
statements of the 
ELRC 
(reputational 
damage)                                          

• Possible 
fraudulent 
transactions         

Likely 
(4) 

Major 
(4) 

16 
 

• Application of 
measures 
(monitoring of 
budget on 
monthly basis; 
reminders on 
attendance of 
meetings; 
ensuring that the 
variance-reports 
is properly 

Very Strong 
 

90% 1.6 
 

• Liaising with 
SCM timeously 
in respect to 
securing 
services 

• Continuous 
monitoring of 
existing 
controls 

The residual has 
shown 
improvements, 
decreased from 
medium to low. This 
is due to Chamber 
did not encounter 
any challenge 
related to irregular, 
fruitless and 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

responded) 
intending to avert 
the risk for 
instance strategy 
to ensure that 
attendance is 
honoured. 

• Timeously liaising 
with SCM as and 
when securing 
services 

• Reporting 
occurrences as 
relates to 
irregular 
expenditures; 
fruitless and 
wasteful 
expenditure to 
SCM on monthly 
basis. 

• Frequent 
reminders related 
to meeting 
attendance 

wasteful 
expenditure.  

The SCM personnel 
proactive in terms 
of securing services. 

Activities were well 
attended. 
 

Status -  
 

NWC03 Failure to comply 
with business 
policies and 
procedure.  
 

• Disregarding of 
laws and 
regulations                                           

• Lack of 
consequential 
management  

 

• Weak control 
environment. 

• Recurring non-
compliance audit 
findings. 

• Possible 
irregularities.                         

Almost 
certain 
(5) 

Moderate 
(3) 

 

15 • Upon performance 
of any 
contemplated 
activity, for 
example, 
preparation of 
workshop held on 
19th March 
2021, a reference 
is conducted with 
the intention on 
verifying 
compliance. 

• Familiarising 
ourselves with 

Satisfactory 
 

50% 
 

7.5 
 

Continuous 
monitoring of 
existing 
controls 

Risk score remains 
unchanged due to 
minimal challenges. 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

Council policies 
on regular basis 

•  

NWC04 Non-attendance 
or postponements 
of meetings by 
parties 
 

Non-availability 
of party members 
(quorum not 
formed) 
 

Failure to achieve 
APP targets 
 

Almost 
certain 
(5) 

Major 
(4) 

20 • Year planner is 
compiled and 
agreed by all 
parties at the 
beginning of the 
year.                           

• Meeting notice is 
issued at least 15 
days before the 
meeting.                       

• The meeting 
dates are 
proposed 
administratively  
and forwarded to 
Chief Negotiators 
for concurrence. 

• Meetings were 
convened well in 
advance followed 
by frequent 
reminders. 

Good 
 

75% 
 

5 
 

• Continuous. 
monitoring of 
existing 
controls. 

• Grievance 
lodged against 
party member 
absenting 
himself without 
apologies on 
several 
occasions. 
 

Risk score remains 
unchanged due to 
meetings were 
convened 
successfully except 
MTEF meetings. 

The grievance has 
been further 
referred to the 
office of 
Superintendent 
General of North 
West Department of 
Education. 

 Status -  
 

NWC05 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination and 
collection of 
information                                        

• Poor 
performance 
 

• Impact on 
decision making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Circulate APP to 
Employer party 
before the 
meetings to 
receive the 
reports with the 
intention of 
assisting 
Employer to 
report relevantly 
in line with the 
APP objectives.                        

• Compiling 
portfolio-of-
evidence and 
verify on whether 

Satisfactory 
 

50% 
 

7.5 
 

Provincial 
Manager 
submit reports 
10 days before 
the due dates 
for checking 
and verification 
of the correct 
targets for the 
quarter 

The residual is kept 
static at medium 
level, the quarterly 
report was well 
submitted with 
minimum errors. 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

reports are in line 
with the 
objectives of APP                                                                                            

• Ensure that the 
template for 
reporting is the 
correct one 
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PELRC Gauteng 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

GPC01 Protracted 
disputes due to  
incorrect 
interpretation of 
signed 
Collective 
Agreements 
(Cas)  
 

Incorrect 
interpretation of 
CAs due to non 
or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided financial 
resources.                                              

• Inconsistency in 
implementation of 
CAs                                                       

• Ineffective dispute 
preventive 
measures / task 
teams 

Likely (4) Major (4) 16 • Training on CAs is 
provided (after signing 
of a new agreement or 
as and when a 
requested is received 
from parties)               

• Dispute prevention 
task teams at 
provincial level are in 
place 

Satisfactory 50% 8 Request SM: CBS 
to conduct 
refresher 
trainings for 
those the parties 
on identified 
collective 
agreements and 
specific areas of 
misinterpretation. 

The residual 
score kept static 
because a 
Dispute 
Prevention Task 
Team met, a 
report was 
received on 
grievance, 
disputes and 
misconduct 
cases.  

The employer is 
to table in the 
next meeting an 
analysis and 
recommendations 
of dispute 
prevention 
measures.  

There were no 
requests made by 
parties for 
training on the 
signed CAs. 

Status -  

GPC02 Irregular, 
unauthorised, 
fruitless, and 
wasteful (IUFW) 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                    

• Poor 
performance by 
employees / 
staff bypassing 
the system 

• Negatively affecting 
the financial 
statements of the 
ELRC (reputational 
damage)                                        

• Possible fraudulent 
transactions. 

• Monies spent in 
fain having a 
negative impact on 
cashflow                               

Likely (4) Major (4) 16 • Regular engagements 
with Chief Negotiators   

• Issuing of regular 
reminders to parties                       

Very Strong 90% 1.6 • Weekly and 
monthly 
monitoring of 
planned 
activities. 

•  Periodic 
reporting in 
STANCO/ 
Chamber 
meetings when a 
need arise.  

The residual risk 
score has 
decreased but 
remains within 
low bracket, 
attributed to 
chamber did not 
experience any 
irregular, fruitless 
and wasteful 
expenditure. 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

Status -  

GPC03 Failure to 
comply with 
business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                            

• Lack of 
consequential 
management  

Weak control 
environment 
resulting to 
possible 
inefficiencies, 
fraudulent activities 
and non-
achievement of 
operations targets                        

Almost 
certain (5) 

Moderate 
(3) 

15 • Refresher training on 
areas of inefficiencies. 

• MPS policy and 
procedures 

•  

Satisfactory  50% 7.5 Conduct 
refresher on job 
trainings on 
identified areas 
of the SOP (CWP) 
which have 
proven to be a 
challenge 

The residual is 
kept static since 
no report of non-
compliance for 
disregarding 
business policies 
and procedure 
reported in the 
quarter.  

Status -  

GPC04 Non-attendance 
of meetings by 
parties or 
postponements 
of meetings  

Non-availability 
of party 
members 
resulting to 
quorum not 
formed 

Failure to achieve 
APP targets 

Almost 
certain (5) 

Major (4) 20 • Year planner is 
compiled and agreed 
by all parties at the 
beginning of the year.                           

• Meeting notice is 
issued at least 14 
days before the 
meeting            

Good 75% 5 The system of 
seeking 
concurrence with 
the Chief 
Negotiators for 
the dates will 
continue even in 
future 

The residual is 
kept static since 
Task team 
meetings were 
held virtually 
while chamber 
was held face to 
face.  

Reminders were 
sent to party 
leaders and  the 
meetings were 
well attended.  

Status -  

GPC05 Poor 
quality/annual 
of the quarterly 
performance 
information 
report (pre-
determined 
objectives) 

• Inadequate 
monitoring   

• Not paying 
attention to 
detail (compiler 
and reviewer)                     

• Poor 
coordination 
and collection of 
information                                       

• Poor 
performance 

• Impact on decision 
making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 Provincial Managers 
submit their reports 8 
days before the due 
dates for checking and 
verification of the 
correct targets for the 
quarter. 

Satisfactory  50% 7.5 • Continuous 
monitoring of 
targets on APP 
on weekly and 
monthly basis. 

• Quarterly 
consolidation of 
collected 
performance 
information. 

The residual 
score remains 
unchanged. 

Insignificant 
number of review 
notes were raised 
by IA. 

Manager ensured 
that the reports 
were sent using 
correct 
templates.  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

The sent reports 
had covered the 
set quarterly 
targets as 
reflected on APP 
2020/21 

Status -  
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PELRC Eastern Cape 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on Mitigation 
Plans 

ECPCS01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature) 

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided 
financial 
resources.                                               

•  Inconsistency 
in 
implementation 
of CAs                                                        

• Ineffective 
dispute 
preventive 
measures / 
task teams 

Likely (4) Major (4) 16 • Training on 
Collective 
Agreements is 
provided (after 
signing of a new 
agreement or as 
and when a 
request is received 
from Parties)                                                    

• Dispute 
prevention task 
teams at provincial 
level in place 

Satisfactory  50% 8 Continue 
providing training 
as and when a CA 
is signed. 
 
 

The residual score 
has decreased, 
this is attributed 
to the fact that 
Eastern Cape 
reported 5 cases 
of incorrect 
interpretation of 
CAs since October 
2020 and these 
cases were 
resolved amicably 
and consistently. 
 

Status -  

ECPCS02 Failure to comply 
with business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                             

• Lack of 
consequential 
management  

• Weak control 
environment. 

• Recurring non-
compliance 
audit findings. 

• Possible 
irregularities.                         

Almost 
certain 
(5) 

Moderate 
(3) 

15 • SM monitors and 
controls                

• Provincial Manager 
to comply with 
business policies 
and procedures. 

• The Provincial 
Office 
Administrator 
acquaints herself 
with the CWP and 
policies and 
procedures. 

Satisfactory  50% 7.5 Conduct trainings 
on identified 
areas of the SOP 
which proved to 
be challenge to 
employees. 

Residual score is 
kept static 
because areas of 
non-compliance 
were not brought 
to officials’ 
attention nor 
reported to 
management. 
Furthermore, 
remote working 
minimised the risk 
especially, but we 
decided to keep 
risk at satisfactory 
level to allow a 
room for further 
monitoring. 
Status -  

ECPCS03 Non-attendance or 
postponements of 
meetings by 
parties 

Non-availability 
of party 
members 
(quorum not 
formed) 

Failure to 
achieve APP 
targets 

Almost 
certain 
(5) 

Major (4) 20 • Year planner is 
compiled and 
agreed by all 
parties at the 
beginning of the 
year.                            

Good  75% 5 • The system of 
seeking 
concurrence with 
the Chief 
Negotiators for 
the dates will 

Although the 
planned meetings 
were convened 
but with some 
postponements 
and attendance 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on Mitigation 
Plans 

• Meeting notice is 
issued at least 15 
days before the 
meeting                        

continue even in 
future. 

• Telephone follow 
ups  

was regular, the 
residual score is 
kept the same 
because 
attendance of 
meetings lies with 
the parties. 
Status -  

ECPCS04 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination 
and collection of 
information                                        

• Poor 
performance 

• Impact on 
decision 
making. 

• Possible audit 
findings 

Likely (4)  Moderate 
(3) 

12 • The requirement 
to submit a POE 
to cross 
referencing / 
rectification for 
inaccuracy in 
reporting. 

• Quarterly Reports 
are checked 
against the check 
lists  

Weak 25% 9 Strengthening of 
review of report 
before 
submission.  

Residual score 
increased from 
low to medium 
bracket. This is 
attributed to the 
significant number 
of review notes 
raised by IA 
during the review 
of the 4th quarter 
report. 
 
Status -  
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PELRC Free State 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

FSPC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature) 

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided financial 
resources.                                              

• Inconsistency in 
implementation of 
CAs                                                       

• Ineffective dispute 
preventive 
measures / task 
teams 

Likely (4) Major (4) 16 • Monitoring the 
implementation 
of signed 
Collective 
Agreements. 

• The Revised 
Dispute 
Prevention 
Mechanism was 
presented at 
chamber before 
the 30th of 
March 2021. 

Satisfactory 50% 8 • Continue 
Monitoring 
implementation 
of CAs: 
- FSCA 1 of 

2019. 
- ELRC CA 4 

of   2018 
- ELRC CA 2 

of 2020. 

• DPC shall 
implement the 
Revised Dispute 
Prevention 
Mechanisms.  

The residual score 
remains 
unchanged. 

Reports on the 
implementation of 
FSCA 1/ 2019 
(Recruitment),  
ELRC 4 / 2018 
(Conversion) & 
ELRC 2 / 2020 
(QMS Training) 
were tabled in the 
chamber. 
The Dispute 
Prevention 
Mechanisms were 
adopted for 
implementation. 

Status -  

FSPC02 Irregular, 
unauthorised, 
fruitless and 
wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                    

• Poor performance 
by employees / 
staff bypassing 
the system 

• Negatively affecting 
the financial 
statements of the 
ELRC (reputational 
damage)                                         

• Possible fraudulent 
transactions   

• Monies spent in 
vain having a 
negative impact on 
cashflow                                                     

Likely (4) Major (4) 16 • Circulate follow - 
Up emails to 
delegates and 
request 
confirmation of 
attendance.  

• Confirmation 
forms completed 
to ascertain 
availability for 
convened 
meetings. 

Good 75% 4 Continuous 
implementation 
of existing 
mitigation 
measures / 
controls. 

The residual score 
remains 
unchanged. 

All Chamber              
Meetings 
convened in Q4 
were held 
successfully, 
irregular, 
wasteful, and 
fruitless 
expenditure was 
not incurred. 

Status -  
 

FSPC03 Failure to 
comply with 
business policies 
and procedure  

• Disregarding of 
laws and 
regulations                                            

• Weak control 
environment. 

Almost 
certain (5) 

Moderate 
(3) 

15 Complying with    
business policies 
of the ELRC (e.g., 
SOPs and CWP).                 

Satisfactory 50% 7.5 Monitor 
compliance with 
policies in the 
execution of   

The residual score 
remains 
unchanged. 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• Lack of 
consequential 
management  

• Recurring non-
compliance audit 
findings. 
Possible 
irregularities.                         

Submit an 
explanation to 
SM in an event 
any deviation is 
anticipated.  

duties. Identify 
gaps, unrealistic 
measures that 
may need to be 
reviewed.    

Compliance with 
business policies,   
CWP time frames, 
signing of 
chamber meeting 
documents and 
attendance 
registers was 
problematic due 
to virtual 
activities.  

Status -   

FSPC04 Non-attendance 
of meetings by 
parties or 
postponements 
of meetings  

Non-availability of 
party members 
(quorum not 
formed) 

Failure to achieve 
APP targets 

Almost 
certain (5) 

Major (4) 20 •  Circulate 
Quarterly 
Meeting 
schedule and 
table in STANCO 
before the 28 
February 2021  

• Issuing of follow-
up reminders to 
all the Parties / 
representatives    
to attend 
scheduled 
meetings.  

• Parties / Reps 
complete 
confirmation   
form to ascertain 
availability for 
meetings.                      

Good 75% 5 Continuously 
monitor the 
implementation 
of existing 
mitigation 
controls. 

The residual score 
remains 
unchanged. 

4th Quarter 
meeting schedule 
was honoured. 
Virtual meetings 
were held and 
most of the 
quarterly 
targets attained.  

 Status -  

 
 

FSPC05 Poor 
quality/annual of 
the quarterly 
performance 
information 
report (pre-
determined 
objectives) 

• Inadequate 
monitoring                       

• Poor coordination 
and collection of 
information                                       

• Poor performance 

• Impact on decision 
making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • APP targets are 
presented in 
STANCO 
quarterly to 
make parties 
aware of reports 
to be submitted 

Very strong 90% 1.5 Archived Controls in place 
have yielded a 
positive outcome, 
as there were no 
review notes 
received from IA 
on 3 consecutive 
quarters, the 
report and POE. 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

for discussion in 
chamber.                                                       

• Reports are 
submitted in 
accordance with 
quarter targets. 
Upon receipt, 
reports are 
circulated to 
parties for 
analysis to 
prepare for 
discussion in 
meetings. 

FSPC06 
 

COVID -19 
Pandemic 

• Promulgation of 
regulations and 
recommendations 
for citizens to 
work from home 
(non-essential 
services).                                                   

• Office closure or 
inaccessibility of 
the workplace. 

• Drastic workplace 
changes.                             

• Disruption of face-
to-face meetings 
and trainings.                                           

• Disruption of 
approved chamber 
plans and activities.                                                

• Inadequate 
implementation of 
APP targets.  

Likely (4) Major (4) 16 • Continue 
implementing 
current controls. 
Arrange 
meetings on 
virtual platform 
until parties 
decide to go 
back to face-to-
face meetings. 

• Consider face- 
to- face or hybrid 
approach to 
meetings when 
the need arise. 

Satisfactory  50% 8 Continuous 
implementation 
and monitoring 
of existing 
controls as 
Parties are still 
comfortable with 
virtual meetings. 
 

The residual score 
remains 
unchanged. 

Meetings were 
conducted 
virtually (MS 
Teams), minimal 
disruptions still 
occur because of 
networks 
challenges. 

Status -  
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PELRC Western Cape 
Risk # Risk Description Root Causes Consequences 

- Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

WCPC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature) 

Incorrect 
interpretation of 
Collective 
Agreements due to 
non or poor 
attendance of 
training sessions by 
parties          

• Stretching of 
provided 
financial 
resources.                                               

• Inconsistency 
in 
implementation 
of CAs                                                       

• Ineffective 
dispute 
preventive 
measures / 
task teams 

Likely (4) Major (4) 16 • Training on 
Collective 
Agreements is 
provided (after 
signing of a new 
agreement or as 
and when a 
request is 
received from 
parties)                               

• Dispute 
prevention task 
teams at 
provincial level 
in place                                                                              

• Dispute 
prevention task 
teams at 
provincial level 
is encouraged to 
all develop a 
strategy with the 
aim of 
minimising 
disputes. 

• Monitoring the 
implementation 
of the Standard 
Operation 
Procedure (SOP) 
dealing with 
misconduct 
cases during the 
COVID-19 
pandemic period 

 Good 75% 4 
 

Reviewal of the 
SOP with any 
anomalies that 
may occur to 
strengthen the 
document as 
and when 
needed. 

Residual score is kept 
unchanged. 

Training is currently 
provided on the 
newly signed  
Collective Agreement 
2 of 2020 to 
principals by the 
National Training 
Team (NTT) & 
Provincial Training 
Team (PTT). 

A reflection report 
was submitted to the 
Dispute Prevention 
Task Team meeting 
(DPTT) on 17 March  
2021 to reflect on 
the success of 
implementation of 
the SOP. 

No areas for reviewal 
were identified to 
review at the time. 

A new concern was 
raised relating to the 
increase of Financial 
Mismanagement 
cases and a meeting 
will be held in the 
new financial year to 
address the problem. 

       Status -  

WCPC02 Irregular, 
fruitless, and 

• Non-compliance 
with SCM laws and 
regulations                                       

• Negatively 
affecting the 
financial 

Likely (4) Major (4) 16 • Requests are 
submitted to 
SCM at least 7 

 Very strong 90% 1.6 Monitoring 
SCM laws and 
regulations to 

Due to COVID-19 
pandemic meetings 
were held on the 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

wasteful 
expenditure 

• Poor performance 
by employees / staff 
bypassing the 
system 

statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

days prior to an 
activity.                                                               

• Parties are 
requested to 
confirm 
attendance of 
the names or 
number of 
representatives 
submitted.                                                                      

• Submissions are 
made on the 
internal 
submission form 
to the SM: CBS 
for approval in 
cases of a 
deviation from 
SCM regulations 
and laws.         

check if 
policies 
changed. 

virtual platform. No 
requests made to 
SCM during quarter.  
 
Status -  

WCPC03 Failure to 
comply with 
business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                             

• Lack of 
consequential 
management  

• Weak control 
environment. 

• Recurring non-
compliance 
audit findings. 
Possible 
irregularities.                         

Almost 
certain (5) 

Moderate 
(3) 

15 •  Submissions are 
made on the 
internal 
submission form 
to SM: CBS for 
recommendation 
to the GS for 
deviations in the 
event of a 
deviation from 
the business 
policies and or 
procedures.                                                                                                                             

• SM: CBS speaks 
to the Manager 
in relation to 
disregarding of 
laws and 
regulations and  

Very Strong 90% 1.5 Monitoring 
business 
policies and 
procedures. 

No submissions made 
for deviations from 
the business policies. 

Complied with all 
policies and 
procedures during 
this quarter.  

Liaised with SM: CBS 
when uncertain on 
issues and requested 
assistance.                                         
 

Status -  
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

WCPC04 Non-attendance 
or 
postponements 
of meetings by 
parties 

Non-availability of 
party members 
(quorum not formed) 

Failure to 
achieve APP 
targets 

Almost 
certain (5) 

Major (4) 20 • Quarterly 
planner is 
compiled and 
agreed by all 
parties at the 
first meeting of 
the quarter.                                

• Meeting notice 
is issued at least 
15 days before 
the meeting or 
less depending 
on the 
agreement by 
Parties.                                                                         

• Send reminder 
notices or make 
follow-up calls 
to ascertain if 
the Parties' 
representatives 
will be available 
on the agreed 
upon date(s)                     

Very Strong 90% 2 Monitoring the 
implementation 
of the 
confirmed 
quarterly 
planner.             

The quarterly planner 
was adopted by 
STANCO on 4 
February 2021.  

Meetings’ notices 
were sent in less than 
14 days as these 
dates were agreed to 
by STANCO at the 
meeting of 4 
February 2021 and 
were the only 
available dates for 
the WCED 
representatives.  

Parties were 
consulted in advance 
and reminded on the 
PELRC WhatsApp 
group of invitations 
sent.  

The PM sent notices 
of other meetings 
from the 5 February 
2021 to Parties for 
the different meetings 
and reminders were 
sent. 

Assignment list for 
meetings were sent 
when applicable.            

Status -  
WCPC05 Poor 

quality/annual 
of the quarterly 
performance 
information 
report (pre-

• Inadequate 
monitoring                        

• Poor coordination 
and collection of 
information                                        

• Poor performance 

• Impact on 
decision 
making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Monitoring of 
decisions is 
captured after 
meetings and 
circulated to all 
Parties.                                                        

Very Good 90% 1.5 Monitoring 
Implementation 
of decisions. 
Check if the 
performance 
information of 
the quarterly 

Assignments were 
correctly captured 
after meetings and 
circulated to all 
Parties. 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

determined 
objectives) 

• Parties are 
reminded by 
email with an 
attached 
assignment list 
of their 
respective 
commitment(s) 
made at a 
meeting.                                                                            

• Manager 
compiles an 
implementation 
report after 
meetings to 
keep track of 
decisions taken 
to ensure that 
the information 
is correct.                

reporting 
targets 
corresponds 
with the 
approved APP 
targets . 
Include 
expected 
targets on the 
agendas of 
meetings.                                      

Updated the 
implementation 
reports regularly to 
ensure that 
commitments made 
are within the 
specified timeline and 
reporting period. 

The quarterly targets 
were checked and 
captured correctly.                                           

Status -  

WCPC06 Impact of 
COVID- 19 
pandemic and 
regulations may 
have an adverse 
impact on 
service delivery 
of ELRC, 
Western Cape 
Chamber 

• Unable to convene 
contact 
meetings/operations 
of the Chamber.                                       

• Unable to access 
the office.     

• Unable to collect 
and compile 
information 
adequately.                    

• Lack of internet/Wi-
Fi connectivity.                                        

• Poor sound and 
breakage of 
connectivity.                                        

• Non-achievement of 
objectives.   

Impact 
negatively on 
effective 
operations of 
the Chamber 
with financial 
implications. 

Likely (4) Major (4) 16 Conduct 
meetings on 
virtual platforms. 
Use more 
modern 
technology at 
disposal such as 
emails and 
WhatsApp calls. 
Work remotely 
from the physical 
office  

Good 75% 4 Monitoring the 
implications of 
COVID-19 and 
adjust plans 

All meetings were 
successfully conduct 
on the virtual 
platform (MS Teams) 

Reminders of 
submissions and 
meetings were sent 
via email and the 
PELRC WhatsApp 
group regularly. 
 
All work was done 
from the physical 
office.  

A mechanism should 
be developed to 
ensure minutes are 
signed when virtually 
adopted. 

Status -  
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Research and Media 
Risk # Risk Description Root Causes Consequences 

- Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

RM01 Copyright 
infringement (works, 
including reports, 
presentations used 
without the 
necessary 
permission) 

Lack of access to 
authorised work 

Organisational 
information 
used by third 
parties without 
permission  

Possible 
(3) 

Major 
(4) 

12 • Monitor use of 
ELRC information 
and ensure that 
correct processes 
are followed to 
obtain access to 
information not in 
the public domain 
(PAIA request) 

• E-records system: 
implemented 
training of Senior 
Managers on E-
records system. 

• Information request 
form available on 
the intranet for 
each request for 
information on the 
system.   

• List of information 
on the system 
shared with staff to 
request information 
stored on the 
system.                                        

• Awards are  
submitted to 
LexisNexis monthly 
in line with MoU  

Good 75% 3 To continue 
with the 
implementation 
of current 
controls as they 
are effective. 

 

The onsite storage 
rooms are currently 
being organised 
and information 
categorised. Access 
will be controlled 
and managed 
through the R&M 
unit. 

CBS information on 
the shared drive 
will be added to 
the system in the 
second and third 
quarters of 
2021/22. 

Status -  

RM02 Malicious use of 
electronic 
signatures  

• Non-compliance 
with 
Communications 
Policy. 

• Unauthorised 
access of 
electronic 
signatures. 

 

• Forgery or 
identity theft. 
An electronic 
signature 
could be used 
without 
consent. 

• Fraud – there 
is the 

Likely (4) Major 
(4) 

16 • Inclusion of section 
on Electronic 
signatures in 
Communications 
Policy 

• Password protected 
folder on z-drive.   

• Use restricted to 
Management and 

Good 75% 4 To continue 
with the 
implementation 
of current 
controls as they 
are effective. 
 

E-Signature 
software is to be 
procured in the 
2021-22 financial 
year to streamline 
workflow processes 
and ensure tamper 
free signed 
documents. 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

possibility that 
an employee 
could alter a 
digitally-
signed 
document 
after it is 
signed.  

officers in Finance 
& SCM. 

• Official letterhead 
only signed by the 
GS 

Status -  
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Dispute Management Services 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

DMS01 High number of 
referred cases 
arising from 
Collective 
Agreements  

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided 
financial 
resources.                                               

• Inconsistency in 
implementation 
of CAs                                                       

• Ineffective 
dispute 
preventive 
measures / 
task teams 

Likely (4) Major (4) 16 • Regular monitoring 
of days submitted 
by Commissioners. 

• Balancing the 
current case to 
mitigate non-
performance. 

• Monitoring of the 
dates submitted.   

• Pairing of 
conciliations to one 
commissioner.   

Good 75% 4 Monitoring the 
current control 
and ensure 
weekly 
submissions of 
conciliation and 
arbitration 
reports by 
assigned Case 
Management 
Officers 

The residual score 
remains static due 
to current cases 
being scheduled 
accordingly. 

Status -  

DMS02 Irregular, 
unauthorised, 
fruitless, and 
wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                                 

• Poor 
performance by 
employees / staff 
bypassing the 
system 

•  Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 • Regular review of 
the work submitted 
by officials to 
ensure that it is in 
compliance with 
policies and 
procedures as well 
as the 
departmental SOP. 

• Continuous 
monitoring of the 
processes- 
cancellation of 
order notes and 
postponements 

Good 75% 4 Regular 
monitoring of 
the outcome 
reports from 
the 
Commissioners 
to ensure the 
CMO”s issue 
notices and 
invitations 
timeously and 
to the correct 
parties. 

The residual score 
remains static, 
attributed to the 
unit not incurring 
irregular, fruitless 
and wasteful 
expenditure for the 
quarter in 
question. 

Status -  

DMS03 System (DMS 
Application 
inefficiency - APP 
may not perform as 
expected 

APP not properly 
modified 

Cases not 
timely 
scheduled 

Likely (4) Major (4) 16 • Regular contact 
with the System 
Developers to 
update and 
add/adopt certain 
features to 
operationalise the 
system.  

• Signing of the CCD 
after every 
submission made 

Good 75% 4 Monitoring of 
the system 
failures and 
seek 
interventions 
from the 
Developers. 

The residual score 
remains static, 
attributed to 
continuous 
monitoring of the 
changes on the 
system. 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

to the changes to 
the system. 

• Training of the 
DMS on update 
made to the 
system. 

• Reporting any 
challenges, we face 
for them to correct 
or adapt the 
system accordingly 

DMS04 Poor quality/annual 
of the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination and 
collection of 
information                                       

• Poor 
performance 

• Impact on 
decision 
making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Regular weekly and 
bi-weekly review of 
the spreadsheets. 

• Peer-review of 
work submitted.  

• Bi-weekly review of 
the submitted 
information by the 
CMO's. 

• Checking on 
quality, accuracy, 
and completeness 
of the information. 

Satisfactory 50% 7.5 • Strengthening 
of supervisory 
review controls 
by the SM 

• Continuous 
monitoring of 
reports 
submitted and 
regular 
interaction with 
the CMO’s to 
ensure 
compliance and 
accuracy of the 
information 
provided.                                                                                 

The residual score 
has gain strength, 
decreased but 
remains with the 
medium bracket. 
This is attributed 
to the fact that no 
review notes 
raised by IA on the 
quality of the DMS 
quarterly report, 
an indication of 
strength in the 
review controls. 

Status -  

DMS05 Cancellation of 
order notes 

Failure to inform 
SCM of the cases 
postponed which 
are supposed to 
be cancelled 

Impact on 
financials of the 
Council 

Likely (4) Major (4) 16 • Email requests for 
cancellations of 
order notes to SCM 
and keep records. 

• Weekly 
submissions of 
Open Order 
Reports to SCM 
and Senior 
Manager for review 

Good 75% 4 Monitoring the 
submission of 
cancelled order 
notes 

The residual score 
remains static, 
attributed to 
enforcing the 
monitoring of the 
existing controls. 

Status -  
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Finance 
Risk 
# 

Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

FS01 Misstatement of 
financial 
statements 
(expenses, current 
liabilities (year-end 
accruals), income 
and other 
receivables) 

• Inadequate 
monitoring of 
open orders 
(management 
and SCM 
personnel)                                        

• End users not 
confirming if 
service have 
been rendered. 

• Invoices not 
requested after 
receipt of 
services/ goods.                      

• Recoverable 
amount not 
reported to 
Finance 
(employee 
receivables)                                         

• Recoverable 
amount not 
raised timely by 
Finance (water & 
electricity 
recovery) 

• Payments or 
invoice not 
linked to 
purchase orders 
(incl. prepaid 
expenses) 

• Qualified 
audit opinion                      

• Tarnished 
reputation                          

• Poor 
decisions 
made by 
users of 
financial 
statements.                               

• Non achieved 
objectives 
  

Likely (4) Major (4) 16 • Monthly collection 
of supplier 
statements and 
invoices                                                                         

• Receiving 
management 
comments for 
Finance to prepare 
accrual journals.                                                          

• Reconciliation of 
supplier 
statements to 
supplier accounts.                                                                                   

• Accruals reconciled 
monthly. PO and 
statement-based 
accruals reversed 
monthly when 
valid invoices are 
received and 
processed.                                                                       

• Receive 
confirmation of 
employee 
receivables from 
HR and SCM 
monthly                                                                                                                                                    

• Receivables and 
income reconciled 
monthly.                                                                 

 

Satisfactory 50% 8 Continuous 
monitoring of 
existing controls                                                                                    

The residual score 
remains the same. 
As finance 
management 
continues to 
implement the 
existing controls. 
The best time to 
assess the 
effectiveness of 
the controls will 
be at year-end, 
hence we keep the 
score the same. 

Status -  

 

 

FS02 Irregular, 
unauthorised, 
fruitless and 
wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                    

• Poor 
performance by 
employees / staff 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

Likely (4) Major (4) 16 • Consequence 
management in 
place (post the 
effect - recovery 
from staff).                  

• Issuing of poor 
performance 

Satisfactory 50% 8 Continuous 
monitoring of 
existing controls                                                                                    

The residual score 
weakened resulted 
to an increase 
from low to 
medium bracket. 
This is attributed 
to the fruitless and 
wasteful 
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Risk 
# 

Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

bypassing the 
system 

• Possible 
fraudulent 
transactions                               

letters to 
responsible staff 
and following 
disciplinary 
processes.                                    

expenditure 
reported in the 4th 
quarter and shared 
between Finance 
and SCM. The 
ELRC has a zero-
tolerance policy on 
fruitless and 
wasteful 
expenditure, hence 
this instance is not 
accepted. 

Finance 
management 
continuing to 
implement the 
existing controls. 

 Status -  

 

FS03 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination and 
collection of 
information                                       

• Poor 
performance 

• Impact on 
decision 
making. 

• Possible audit 
findings 

Almost 
Certain 
(5) 

Moderate  
(3) 

15 • Monitoring and 
evaluation in place.               

• Verification of the 
performance 
information report 
against the POE 
done by Manager, 
Media & Research.                                         

• Quarterly report 
and POE are 
subjected to 
review  by IA 
before final report 
tabled to 
governance 
committees.  

Very Strong 90% 1.5 Archived As finance 
management 
continues to 
implement the 
existing controls. 
Score is below 3, 
therefore is 
archived for 
finance. 

Status -  

 

 

FS04 Over and/or under 
spending of the 
budget 

• Inadequate 
budget 
monitoring         

• Unauthorized 
expenditure                

• Non 
achievement 

Likely (4) Major (4) 16 • The administration 
reports  on the 
implementation of 
the budget  

Satisfactory 50% 8 Management to 
escalate to Senior 
Manager or GS if 
budget management 

The residual score 
remains the same 
as Q3, because,  
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Risk 
# 

Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• Unfunded 
mandate            

• End-user do not 
confirm expense 
type with Finance 
prior issuing of 
purchase 
requisition 

• Budget 
management 
procedures not 
properly 
implemented    

of 
performance 
targets                                            

• Projects that 
require 
funding are 
postponed 

through monthly 
and quarterly 
reports by 
managers                                                                                                                           

• Finance 
Administration 
Policy in place  

• Budget SOP in 
place, guiding 
managers on 
budget 
management.                                                             

• FM prepares 
consolidated 
quarterly 
management 
accounts (budget 
vs actual) with 
reasons for over or 
under spending.         

• FM rejects monthly 
budget variance 
reports where 
managers do not 
provide sufficient 
comment          

procedures are not 
complied with.                                                                                  

finance 
management 
continuing to 
implement the 
existing controls. 

Status -  

 

FS05 Expenses assigned 
to wrong account 
number at 
transaction 
initiation stage 
(Purchase Order 
creation) 

• Data entry errors  

• Limited financial 
skills (at initiation 
stage by end-
users) 

• Lack of 
knowledge by 
the person 
inputting 
expenses.     

• Creation of Order 
Notes on Non-
Funded Projects 
on PASTEL    

• High number 
of journal 
entries 
processed by 
Finance  

• Inability to 
manage 
budget 
process 
properly. 

• Increase in 
correcting 
journal entries 
processed 

Almost 
Certain 
(5) 

Major (4) 20 • Comparing actual 
expenses to the 
budgeted  amount 
help Finance to 
discover a 
misclassification. 

• Review of 
accounting 
transactions prior 
to processing in 
the system. Written                                                       
confirmation of 
expense account 
number done by 
Finance only where 

Good 75% 5 Continuous 
monitoring of 
existing controls.                                                                                                                              

Residual score 
remains the same.   
Finance is 
monitoring the 
controls in place. 

Status -  
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Risk 
# 

Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• PO's processed 
against GL 
accounts without 
funds/ budget. 

• Inactive GL 
accounts without 
budget not 
deactivated. 

• The current 
system does not 
issue a warning 
when processing 
against a GL 
account without 
a budget linked 
to it.                                                                               

a submission is 
prepared and 
submitted for 
procurement . 

• The system has a 
budget query 
functionality in 
place for 
CMO/SCMO to 
verify budget 
existence before 
PO is generated.                                                        
Monitoring of 
order notes are 
regularly done to 
check if incorrect 
GL accounts are 
used and same is 
corrected 
immediately                        

FS06 Failure to pay 
suppliers, 
panellists, and 3rd 
parties within 30 
days 

• Poor document 
management - 
delays in the 
collection of 
invoices and 
claims           

• Inadequate 
control over 
payment 
processes           

• Existence of 
multiple invoice 
registers at the 
same time 

• Inefficiencies by 
staff  

• Penalties and 
interest 
incurred 
resulting in 
financial loss 
(fruitless and 
wasteful 
expenditure)                  

• Reputational 
damage                                            

• Negative 
relationship 
with key 
stakeholders 
that may 
critically affect 
operations  

Likely (4) Major (4) 16 • Monthly collection 
of supplier 
statements 

• Monthly 
reconciliation of 
creditors and third 
party related 
performed and 
reviewed by the 
Finance Manager.  

• Open order report 
and variance 
report monitored 
monthly (ALL)           

• Valid invoice 
reviewed,  
processed and 
paid (within 10 
days of receipt 
from SCM).  

Satisfactory 50% 8 Weekly invoices 
register monitoring  

Residual score lost 
strength resulted 
to and increase 
(moved from 4 to 
8). Finance has 
reported cases of 
invoices paid after 
30 days during 
the quarter due to 
the backlogs on 
received invoices.  

Status -  
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Risk 
# 

Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• Finance 
Administration 
Policy in place                   

• Consequence 
management                                                                                                                                                                                                                    
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Information Communication Technology 
Risk # Risk Description Root Causes Consequences 

- Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

ICT01 System (DMS 
Application) failure - 
APP may not 
perform as expected 

APP not properly 
modified 

Cases not 
timely 
scheduled 

Likely (4) Major 
(4) 

16 • Continuous 
engagement with 
the service provider 
as and when 
challenges occur - 
effective support 
plan in place 

• The DMS personnel 
is  now able to 
move cases without  
the assistance of 
the system 
developers. 

• The developers 
were engaged to 
add the verified 
and screening 
dates on the 
system report. 

Satisfactory 50% 8 • Frequent 
updates and  
Change Control 
to be 
implemented as 
and when there 
is a change. 

• Refresher 
training for 
DMS and ICT to  
extract reports. 

The residual risk 
rate remains the 
same due to tight 
controls of system 
continuous 
improvement and 
updates.  

DMS personnel is 
now able to extract 
Arbitration and 
Conciliation report. 

Status -  

 

 

ICT02 Stretching network 
security to the 
breaking point away 
from traditional 
office (security 
system  breaches) 

• System 
vulnerabilities                          

• Unsecured Virtual 
Private Network 
(VPN) & ICT 
infrastructure                                      

• Phishing                                             

• Malware attacks                               

• System hacking                               

• Access to 
unauthorised 
websites                                            

• Inadequate 
security measures 
in place 

• Reputational 
damage                 

• Loss of critical 
and 
confidential 
information                                     

• Data 
encryption for 
Ransomware       

Likely (4) Major 
(4) 

16 • Unauthorised 
access is  
prevented by rules 
configured in the 
firewall.                                         

• VPN access secured 
by firewall.                                                

• Anti-virus is 
installed in all 
workstations to 
protect the data                                                     

• Secure email that 
scans and filters 
inbound and 
outbound email 
security content                                                                  

• IT Software to 
detect Abnormal 
activity         

Very Strong 90% 1.6 Continuous 
monitoring and 
review of audit 
logs and user 
activity on the 
network 
monitoring tool 
and IT Audit 
software 
systems 

The control 
effectiveness 
gained strength 
from good to very 
strong, hance 
residual score 
decreased but 
remained within the 
low bracket. The 
controls were 
strengthened by 
monitoring and 
reviewing threat 
detection 
notification  for 
abnormal activity  
and block 
unwanted system 
connections. 

Status -  
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

ICT03 System outages due 
to  hardware and 
software failure.  

• Inadequate 
system 
maintenance                                                 

• Bugs                                              

• Denial of Service 
(DOS)                

• Cyberattack on 
DNS layer            

• Frequent power 
outages                   

• Unpatched 
Systems  

• Poor network 
performance 
and systems 
slow down.                           

• Financial 
losses                                    

• Business 
operation 
disruptions 

Likely (4) Major 
(4) 

16 • Monthly system 
patches                                       

• Monthly review of 
system patches and 
security audit                                                                         

• Quarterly system 
maintenance                             

• Continuous 
preventative 
maintenance and 
network monitoring                                                                

• Site restrictions by 
firewall is 
implemented                                                       

• Network  and 
telephone 
configured on a 
different data line                                            

• IT Audit Software to 
detect abnormal 
activity on the 
systems                            

• Surge plagues to 
protect ICT 
equipment in case 
on Load Shedding            
The diesel level in 
the generator is 
always monitored 
and above the 
required level 

Very Strong 90% 1.6 • Continuous 
monitoring of 
the system 
and 
preventative 
maintenance.  

• Review of 
Audit logs and 
users Activity 

The control 
effectiveness 
gained strength 
from good to very 
strong, hance 
residual score 
decreased but 
remained within the 
low bracket. This is 
attributed to tight 
controls of  
reviewing  of audit 
logs and 
deployment of new  
patches updated on 
workstation using 
network monitoring 
tool. 

Status -  

 

 
 

ICT04 Failure of the 
Business Continuity 
Plan in an event of a 
natural disaster 

• Virus outbreak                                       

• Cyber- Attack                                    
ack BCP testing                                          

• Lack Business 
Impact Analysis 
(BIA)                                                           

• System Failure 
and Connectivity 
Problems                                        

• Business 
disruptions                       

• Financial loss                              

• Data loss                                 

Almost 
certain (5) 

Major 
(4) 

15 • Business Continuity 
and DRP Policies in 
place                                                                                                                                                                                                                                                          

• Secured VPN 
configured for 
users to work 
remotely                                                                         

Satisfactory  50% 7.5 • Monitoring and 
detection of  
abnormally 
activity early 
and to ensure 
security control 
are 
implemented    
and continuous 
of information 

The control 
effectiveness lost 
strength from good 
to satisfactory, 
hence residual 
score increased 
from low to 
medium bracket.  
This is attributed to  
cyber security 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• Inadequate User's 
training in the 
event of disaster                                        

• Inadequate tools 
of trade               

• Power failure                                         

• Data depletion 
before the time    

• Quarterly testing of 
Business Continuity 
Plan                                                               

• Business Continuity 
Committee weekly 
meetings                                                                          

• Virtual licences to 
conduct internal, 
governance 
structures and 
arbitration meeting 
virtually to ensure 
Business Continuity                                                      

• Stringent system 
monitoring and 
evaluation of daily 
operations                                                               

• Configuration of 
cloud Anti-Virus 
updates and 
System patches                                                              

• Users Awareness 
on network 
phishing                         

• Increase of 
employee data 
packages                                

• Network cabling in 
the tenant area to 
ensure social 
distancing 

• Wi-fi access points 
installed in the 
tenant area to 
ensure social 
distancing and 
mobility 

or data 
backups. 

• Procurement of 
Mimecast Email 
filtering system 
with archives  
platform for 
business 
continuity by 
the end quarter 
4                                 

mimecast not 
procured. 

Status -  

 

 
 

ICT05 Data loss due to 
upgrade from 
Exchange 2010 to 
Office 365 and 

• Inadequate 
System 
monitoring                      

• Business 
disruptions                       

• Financial loss                              

Likely (4) Major 
(4) 

16 • System Backup in 
place                                    

Satisfactory  50% 8 Procurement of 
Mamecast mail 
filtering system 

The control 
effectiveness lost 
strength from good 
to satisfactory, 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

upgrade from 
existing website to 
new website 
 

• System failure                                       

• Not Complaint to 
PM 
methodologies                                      

• Incompatibility 
with new 
technology 

• Data loss                                 • Hybrid 
Configuration                                                                             

• Upgrade managed 
on Change 
Management 
System 

• New website Frame 
has been 
completed and 
training was 
provided to Media 
and ICT. 

by the end of 
quarter 4     
 
Implementing of 
internet tender                                      

hence residual 
score increased 
from low to 
medium bracket. 
This is attributed to  
cyber security 
mimecast not 
procured. Testing 
of Mailboxes 
upgrade was done 
and SCM is 
currently busy with 
the sourcing of the 
Mail filtering system 
quotation from 
different. 

Status -  
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Supply Chain Management 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

SCM01 Failure to meet 
Procurement Plan 
timelines 

• Delay in 
submission of 
specifications by 
end-users                     

• Unclear 
specification 

• Poor bid / RFQ 
response  from 
service providers                              

• SCM officers not 
processing 
requests on time.                              

• SCM officers not 
giving feedback 
to users 
timeously.   

•                                                                       

• Organisational 
objectives not 
met.                                               

• Over or under 
spending of 
allocated budget 
(transactions 
overlapping) 

Likely Major (4) 16 • Approved 
Procurement Plan 
is monitored 
monthly.  

• Reminders on 
Procurement 
targets are sent 
through emails to 
respective end 
users.   
 

Good 75% 4 Monthly 
monitoring of 
the 
procurement 
plan. 
 

The residual score 
remains 
unchanged.  

There was only 
one item due this 
quarter and was 
cancelled by end 
user. The was new 
procurement not 
listed in the plan 
but was finalised 
within the 
timelines. 

Status -  

 

SCM02 Acquisition of 
goods and services 
at inflated prices 

• Fraud and 
corruption - 
collusion with 
service providers                                     

• Biased 
specification by 
end-user  

• Manipulation of 
results by ELRC 
Officials                                                

• Vendor 
preference by 
end-users      

• Poor 
procurement 
planning 
resulting in 
urgent 
procurement                                                                      

• Reputation 
damage through 
bad publicity                                                        

• Financial loss: 
paying inflated 
prices and 
lowered member 
contribution. 

Possible 
(3) 

Major (4) 12 • Comparative 
quotes are 
obtained from 
service providers 
to ensure prices 
are market related. 
The internet is 
also used when 
necessary, to 
check the going 
prices. 

• SCM policies and 
procedures in 
place                  

• Segregation of 
duties                                             

• Bid committees 
appointed on an 
ad-hoc basis. 

• Transaction 
subjected to 
compliance 

Very Strong 90% 1.2 Continuous 
monitoring of 
existing 
controls                                                                                    

The residual score 
has decreased 
and remains 
within the low 
bracket. This is 
attributed to the 
fact that ELRC 
uses a price 
comparative 
system and  
Council has not 
procured items at 
inflated prices. 
Goods are 
procured at 
market related 
prices. 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

checking prior 
finalisation of the 
process.                        

SCM03 Irregular, 
unauthorised, 
fruitless, and 
wasteful (IUFW) 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                                    

• Poor 
performance by 
employees / staff 
bypassing the 
system 

• Negatively 
affecting the 
financial 
statements of the 
ELRC (reputational 
damage)                                         

• Possible 
fraudulent 
transactions      

• Monies spent in 
vain having a 
negative impact 
on cashflow                                                       

Likely (4) Major (4) 16 • Consequence 
management (post 
the effect - 
recovery from 
staff)                                                      

• SCM policies and 
procedures in 
place                 

• Transaction 
subjected to 
compliance 
checking prior 
finalisation of the 
process.   

• Emails are sent to 
Managers monthly 
to report on non-
compliance or 
incurred wasteful 
expenditure                                                 

Weak 25% 12 Continuous 
monitoring of 
existing 
controls                                                                                    

The residual score 
has weakened 
resulted to an 
increase but 
remains within the 
medium bracket. 
This is attributed 
to the fruitless 
and wasteful 
expenditure 
reported in the 
4th quarter and 
shared between 
Finance and SCM. 
The ELRC has a 
zero-tolerance 
policy on fruitless 
and wasteful 
expenditure, 
hence this 
instance is not 
accepted. 

Through controls 
in place are 
sufficient an 
effective, the 
chance of risk 
happening 
remains a 
possibility.  

Status -  

SCM04 Misappropriation of 
assets 

• Inadequate 
monitoring of 
assets  

• Lack of  
appropriate 
skilled personnel. 

• Non achieved 
objectives.                 

• Possible financial 
loss (assets with 
book value) 

Almost 
certain (5) 

Minor (2) 10 • Asset Register in 
place                                             

• Asset 
Management 
Policies and 
Procedures in 

Satisfactory 50% 5 Continuous 
monitoring of 
existing 
controls                                                                                    

The effectiveness 
of controls has 
gained strength 
and residual score 
decreased from 
medium to low. 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

place (incl. 
Reconciliation)                                           

• Bi-annual asset 
counts:  

• (a) assets are 
tagged and 
monitored through 
asset register and 
inventory location 
lists  

• (b) assets are 
insured within 5 
days of delivery 

Though there are 
still areas of 
improvement. The 
Council has not 
registered any 
theft of its assets. 
Thus, risk being 
considered low. 

Status -  

 

SCM05 Poor quality/annual 
of the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination and 
collection of 
information                                       

• Poor 
performance 

• Impact on 
decision making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Report is compiled 
by the Manager 
and reviewed by 
the CFO. 
(preventive 
control)                                                  

• All achieved 
targets are 
supported by the 
POE. (preventive 
control)                                                      

• Verification of the 
performance 
information report 
against the POE 
done by Manager, 
Media & Research. 
(detective control)                                          

• Quarterly and 
annual report and 
POE is subjected 
to review  by IA 
before final report 
tabled to 
governance 
committees. 
(detective control)                                                                  

Satisfactory 50% 7.5 • Strengthening 
of supervisory 
review 
controls by 
the CFO 

• Continuous 
monitoring of 
existing 
controls                                                                                    

The residual score 
has decreased, 
there has been 
improvement on 
the reporting 
information and 
corrections are 
minimal. There’s 
room for 
improvement and 
that is being 
addressed. 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

SCM06 Failure to pay 
suppliers, 
panellists, and 3rd 
parties within 30 
days 

• Poor document 
management - 
delays in the 
collection of 
invoices and 
claims           

• Inadequate 
control over 
payment 
processes           

• Existence of 
multiple invoice 
registers at the 
same time 

• Inefficiencies by 
staff  

• Penalties and 
interest incurred 
resulting in 
financial loss 
(fruitless and 
wasteful 
expenditure)                  

• Reputational 
damage                                            

• Negative 
relationship with 
key stakeholders 
that may critically 
affect operations  

Likely (4) Major (4) 16 • SCM policies and 
procedures in 
place                   

• Monthly review 
and consolidation 
of registers                                                    

• Open order report 
used to obtain 
confirmation from 
end users that 
services have been 
rendered and 
Invoiced.                      

• Consequence 
management  
policy in place - 
official have been 
informed to return 
incomplete or 
inaccurate invoices 
and to follow up 
on queries raised.   

• Processing of 
open POs practice 
manual in place.                                                                                                                                                                                                                    

Weak 25% 12 Continuous 
monitoring of 
existing 
controls                                                                                    

The effectiveness 
of controls has 
weakened, due to 
reported audit 
finding on 
payments due to 
creditors settled 
outside the 30 
days and the fact 
that this is legal 
requirement, 
hence the risk 
score increased 
but remains 
within the 
medium bracket. 
 
There has been 
significant 
improvement on 
efforts to timely 
pay claims and 
invoices. Several 
interventions were 
also put in place, 
but we still pick 
cases of invoices 
that are paid 
outside the 30 
days period. 

Status -  

SCM07 Loss of acquisition 
documents (Assets) 

• Poor document 
management  on 
asset 
transactions       

• Incorrect 
allocation of 
costs        

• Staff is not clear 
on classification 

• Assets not 
recorded correctly.                 

• Delays in insuring 
the assets.                                           

• Assets register 
not reflecting all 
assets owned by 
the Council. 

Likely (4) Major (4) 16 • Asset file is in 
place for 
document 
keeping.                                  

• Documents are 
shared with 
finance and are 
part of payment 
packs.                                          

Satisfactory 50% 8 Monitoring of 
existing 
controls 

The residual score 
remains 
unchanged. The 
asset documents 
are shared with 
officials involved 
and that creates a 
backup and can 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

be tracked when 
required. 

The proposed 
monthly review of 
documents could 
not be 
implemented as 
only 1 Purchase 
was made this 
quarter. 

Status -  

SCM08 FAR not matching 
Location Inventory 
Lists 

• End Users 
generating their 
inventory list.           

• Lost tags 
replaced without 
communication 
to Asset Officer.       

• Verification 
results not 
updated 
timeously by 
Asset Officer. 

• Duplicate tag 
numbers on 
asset register. 

• May result in audit 
findings.            

• Reputational 
damage of the 
organisation                                           

• May impact 
negatively of 
Financial 
Reporting. 

Likely (4) Major (4) 16 • Inventory Location 
Lists is compared 
with Asset 
Register  after 
verification and 
updated 
accordingly.                                                           

• Asset 
Management 
Policies and 
Procedures in 
place (incl. 
Reconciliation)                                           

• Assets are verified 
bi-annually, and 
discrepancies 
investigated and 
corrected. 

•  

Satisfactory 50% 8 Asset location 
spot checks 
will be 
conducted and 
reconciled to 
the FAR. 

The residual score 
has been 
decreased as the 
FAR and Inventory 
lists are 
continuously 
update. 

While majority of 
assets can be 
matched to their 
location and there 
are still instances 
of assets not 
matching. This is 
minimal 
comparing the 
number of assets 
in the FAR. 

Status -  

SCM09 Misplacement of 
SCM documents 

Poor document 
management. 

• May result in loss 
of documents     
may result in audit 
findings.            

• Reputational 
damage of the 
organisation                                            

Likely (4) Minor (2) 8 • Creation of 
physical 
/electronic file.  

• Filing is done 
using a requisition 
number sequence. 

Weak 25% 6 Continuous 
monitoring of 
the existing 
controls. 

The effectiveness 
of controls is still 
being observed. 
Therefore, the 
rating is left 
unchanged. 
Very few 
transactions took 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• May impact 
negatively on 
financial reporting. 

place during the 
quarter, hence 
can’t give 
conclusive 
evidence of the 
impact. 

Status -  
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Human Resources 
Risk # Risk Description Root Causes Consequences 

- Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

HR01 Irregular, 
unauthorised, 
fruitless and 
wasteful 
expenditure 

• Non-compliance with 
SCM laws and 
regulations                                   

• Poor performance by 
employees / staff 
bypassing the 
system 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 • Consequence 
management (post 
the effect - 
recovery from staff)                                                                   

• Adherence to the 
SCM and Finance 
Policies       

• Updating of the 
open orders report 
as submitted by 
SCM                                                                          

• Recover costs from 
employees where 
fruitless and 
wasteful 
expenditure was 
detected.                                

Very Strong 90% 1.6 Continuous 
monitoring of 
the existing 
controls, 
ensuring 
compliance with 
laws and 
regulations 
governing the 
IUFW 
expenditure 

The residual risk 
score has 
decreased from 
medium to low 
threshold, 
attributed to  HRM 
not incurring any 
IUFW expenditure 
transactions for the 
quarter under 
review. 

Status -  

 

 

HR02 Non-adherence 
to HR deadlines  

• Poor planning 
(personnel and staff)        

• Inadequate 
processes of 
collating and 
collecting of 
required information.                                                         

• Delays not timely 
communicated to HR 

HR 
department 
not meeting 
the set targets                                                               

Likely (4) Major (4) 16 HR send email 
reminders to all 
staff on all HR 
deadlines.  
                                                               
  
                                                                                               

Satisfactory 50% 8 Continuously 
monitoring the 
existing 
controls 

The residual score 
remains static due 
to deadlines were 
adhered to. 

Status -  

HR03 Ineffective PMS 
process 

• Inadequate 
monitoring of PMS         

• Lack of  appropriate 
knowledge and 
understanding of 
process           

• Poor coordination 
and collection of 
portfolios of 
evidence 

• Non achieved 
objectives                  

• Possible 
financial loss 
(payment of 
bonus)                                            

• Aggrieved 
employees 
(moderated 
scores) 

Almost 
certain (5) 

Moderate 
(3) 

15 • Performance 
contracts were 
revised to address 
the SMART 
principle. 

• Quarterly 
performance 
assessments are 
moderated by the 
Moderation 
Committee. 

Satisfactory 50% 7.5 Continuously 
monitoring the 
existing 
controls 

The control 
effectiveness 
remains static. 
Although there is 
an slight  
improvement 
observed regarding 
3rd quarter PMS 
assessments 
outcome, not all 
Provincial 
Managers fully 
complied and 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

understood the 
process of 
performance 
assessments.  

Status -  

HR04 Poor 
quality/annual of 
the quarterly 
performance 
information 
report (pre-
determined 
objectives) 

• Inadequate 
monitoring                       

• Poor coordination 
and collection of 
information                                       

• Poor performance 

• Impact on 
decision 
making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Verify achievements 
against the APP                            

• Review of quarterly 
reports achieved 
targets against the 
POE by the Senior 
Manager.                                        

• Report is compiled 
by the Manager.                                                    

• All achieved targets 
are supported by 
the POE. 
(preventive control)                                                     

• Verification of the 
performance 
information report 
against the POE 
done by Manager, 
Media & Research. 
(detective control)                                                               

• Quarterly and 
annual report and 
POE is subjected to 
review  by IA 
before final report 
tabled to 
governance 
committees. 
(detective control)            

Satisfactory 50% 7.5 • Continuously 
monitoring the 
existing 
controls. 

• Strengthening 
of review 
controls by the 
Senior 
Manager. 

The residual score 
has remained the 
same, within the 
medium threshold.  
Although the 
quality report 
review outcome 
issues were not 
significant, the 
effectiveness of 
detective controls 
and preventive 
controls remains 
weak. The reports 
are well submitted 
even though 
corrected after 
been reviewed by 
IA. 

Status -  

HR05 Impact of COVID-
19 outbreak on 
ELRC operations 

Natural disaster. • Council losing 
talent due to 
death.                                                                                                     

• Negative 
effect on 
operations 

Almost 
certain (5) 

Major (4) 20 • Training of staff                                                             

• Covid-19 policy                                                                            

• Covid-19 Signage                                                                      

• Compliant Officer                                                        

• Availability of PPE                                                    

• Social Distancing                                                      

Satisfactory 50% 10 Policy 
workshop  in 
the new 
financial year. 

The residual score 
has remained the 
same, within the 
medium threshold, 
this is attributed to 
controls effectively 
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Risk # Risk Description Root Causes Consequences 
- Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

(amendments 
of the APP).                            

•  Screening been implemented 
and are monitored 
regularly. 

Status -  

HR06 Labour unrest • Negotiations of 
salaries and 
conditions of 
services. 

• Disciplinary 
processes that may 
lead to dismissal 

• Referrals to 
CCMA by the 
union.                                           

• Strikes.                                                                 

• Financial loss.                                                               

• Negative 
impact on the 
corporate 
image of the 
Council.                                                              

Likely (4) Major (4) 16 • Collective 
Agreement in place                                                                                                          

• Disciplinary and 
Procedure in place                                                                      

• Negotiation team                                                   

• Recognised Union 
in place                                                                                                                                                                
 

Very Strong 90% 1.6 Continuously 
monitoring the 
existing 
controls 

The residual score 
has decreased, 
remained within 
the low threshold,  
attributed to ELRC 
not having any  
labour unrests for 
the past two 
quarters. 

Status -  
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Collective Bargaining Services: National 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

CBSN01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature).  

Incorrect 
interpretation of 
Collective 
Agreements due to 
non or poor 
attendance of 
training sessions by 
parties          

• Stretching of 
provided 
financial 
resources.                                                

• Inconsistency in 
implementation 
of CAs.                                      

• Ineffective 
dispute 
preventive 
measures / task 
teams 

Likely (4) Major (4) 16 Training is 
conducted for 
signed CAs, on 
request by parties 
and/or on decision 
by Council. In the 
event where 
training cannot be 
conducted due to 
reasons beyond 
the control of the 
ELRC the decisions 
taken by Council 
would kick in.                

Good 75% 4 Continue with 
the monitoring 
of the current 
controls. 

Residual risk 
rating remains the 
same as there is 
no activity to 
report on this 
item. 
 
  Status -  

CBSN02 Irregular, 
fruitless, and 
wasteful 
expenditure 

• Non-compliance 
with SCM laws and 
regulations   

• Poor performance 
by employees / 
staff bypassing the 
system 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)  

Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 Procurement, 
approval of 
purchase orders 
and invoices is 
performed in line 
with the SCM 
policies and 
procedures 

Very Strong 90% 1.6 Continuous 
monitoring and 
enforcement of 
compliance 
with prescribed 
policies and 
procedures 

Residual risk has 
improved to very 
strong level due to 
CBS National had 
not incurred any 
IFW for four 
quarters running. 
As a short-term 
intervention or 
control measure, 
the responsibility 
of approval of 
purchase orders 
and invoices is 
delegated to 
SM;DMS.  

Status -  

CBSN03 Failure to 
comply with 
business policies 
and procedure  

• Disregarding of 
laws and 
regulations                                             

• Lack of 
consequential 
management  

• Weak control 
environment. 

• Recurring non-
compliance audit 
findings. 

• Possible 
irregularities.                         

Almost 
certain (5) 

Moderate 
(3) 

15 Compliance with 
business policies 
and procedure is 
embedded in the 
daily operations of 
CBS National 
office. 

•  

Satisfactory  50% 7.5 • Continuous 
monitoring 
and 
enforcement of 
compliance 
with 
prescribed 

The residual risk 
score remains 
static. CBS to 
review by aligning 
the CWP to 
practical practices. 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

policies and 
procedures 

• Compliance 
management 
will be a 
standing item 
on the agenda 
of 
departmental 
meetings. 

First draft was 
submitted to IA. 

Status -  

CBSN04 Non-attendance 
or 
postponements 
of meetings by 
parties 

Non-availability of 
party members 
(quorum not 
formed) 

Failure to 
achieve APP 
targets 

Almost 
certain (5) 

Major (4) 20 • Meetings 
conducted virtually 
enabling parties to 
attend meetings at 
short notice. 

• Propose dates for 
meetings to 
ensure that 
meetings do take 
place. 

• The system of 
seeking 
concurrence with 
the Chief 
Negotiators for 
the dates will 
continue even in 
future.        

Good 75% 5 Continue with 
the monitoring 
of existing 
controls.     

The residual risk 
score remains 
static, as meetings 
were convened 
well virtually 
without any 
postponements 
and attendance 
was regular and at 
satisfactory level. 
 
Status -  

CBSN05 Poor 
quality/annual of 
the quarterly 
performance 
information 
report (pre-
determined 
objectives) 

• Inadequate 
monitoring                       

• Poor coordination 
and collection of 
information                                    

• Poor performance 

• Impact on 
decision making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 The report is 
subjected to 
quality control by 
Internal Audit and 
editing by the 
Manger, Research 
& Media. 
 

Satisfactory  50% 7.5 This item was 
delegated to IA 
and Manager: 
Research & 
Media 

The residual risk 
remains static, 
attributed to 
insignificant 
review notes on 
the quality of the 
4th quarter report  
raised by IA. 
 
Status -  
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PELRC Limpopo 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

LPC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature)  

Possible 
Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided 
financial 
resources.                                               

• Inconsistency in 
implementation 
of CAs                                                       

• Ineffective 
dispute 
preventive 
measures / task 
teams 

Likely (4) Major (4) 16 The Employer 
tables reports on 
the payment of 
the rural 
allowance in the 
HRM 
subcommittee 
meeting and 
Dispute 
prevention task 
team wherein 
trends of cases 
are analysed. 

Satisfactory 50% 8 Advise parties 
to develop 
ways of 
mitigating/ 
reducing the  
occurrences of 
cases. 

The residual score 
remains 
unchanged. 
Implementation of 
the Collective 
Agreement is 
ongoing. The 
Employer in 
consultation with 
Employee parties 
has workshopped 
educators on 
collective 
agreement No.2 
of 2020 in all 
districts. 13 cases 
were referred 
compared to the 
16 cases referred 
in the previous 
quarter. 

Status -  

LPC02 Irregular, fruitless 
and wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                     

• Poor 
performance by 
employees / 
staff bypassing 
the system 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 Compliance with 
SCM policies and 
procedures. 
 

Very Strong 90% 1.6 Stick to the 
practice of 
reporting to the 
SM and signing 
of vouchers or 
awaiting 
approval of  
internal 
submission 
before incurring 
any 
expenditure.  

The risk residual 
has decreased. 
Chamber did not 
experience any 
irregular, fruitless 
and wasteful 
expenditure for 
the whole of last 
year and in the 
quarter under 
review.  

Status -  

LPC03 Failure to comply 
with business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                             

• Weak control 
environment. 

Almost 
certain (5) 

Moderate 
(3) 

15 The CWP in 
place. 

Weak 25% 11.25 • Propose for a 
reviewal of the 
CWP.  

The effectiveness 
of the control is 
weak, in that, 
significant areas 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

• Lack of 
consequential 
management  

• Recurring non-
compliance audit 
findings. 
Possible 
irregularities.                         

• Attend 
trainings on 
identified areas 
of the SOP 
which prove to 
be a challenge 
most of the 
time 

of non-compliance 
with provisions of 
CWP and other 
business policies 
and procedures 
were reported by 
IA. Hence the 
residual score has 
increased but 
remains within the 
medium threshold. 

Status -  

LPC04 Non-attendance or 
postponements of 
meetings by 
parties 

Non-availability 
of party 
members 
(quorum not 
formed) 

Failure to 
achieve APP 
targets 

Almost 
certain (5) 

Major (4) 20 The meeting 
dates are agreed 
to in preceding 
meetings and 
confirmed by 
Chief Negotiators 
in STANCO 
meetings. 

Good 75% 4 The system of 
seeking 
concurrence 
with the Chief 
Negotiators for 
the dates in 
STANCO 
meetings will 
continue.  

Risk score has 
declined. Fewer 
meetings were 
postponed, and 
attendance was 
satisfactory. 

Status -  

 

LPC05 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination 
and collection of 
information                                    

• Poor 
performance 

• Impact on 
decision making. 

• Possible audit 
findings 

Almost 
certain (5) 

Moderate 
(3) 

15 • Report double 
checked before 
submitted. 

• Achieved targets 
supported by 
portfolio of 
evidence. 

Good 75% 3.75 • Instil best 
practice within 
the section 
/department 
Managers.  

• Strengthen the 
control 
environment 
and implement 
corrective 
measures. 

The control 
effectiveness has 
gained strength 
due to the 4th 
quarter report 
timely submitted 
and without any 
review noted 
raised by IA. 
Hence the residual 
score moved from 
medium to low. 

Status -  

LPC06 Impact of COVID- 
19 pandemic on 
the business 
continuity plan 

 Poor sound and 
breakage of 
internet 
connectivity 

Impact on 
effective 
operations of the 
Chamber 

Likely (4) Major (4) 16 Parties are 
advised way in 
advance to join 
the meetings 
from areas of 

Good 75% 4 • The Provincial 
Manager will 
still ensure that 
Parties are 
advised way in 

The residual score 
is kept statis. 
Members of 
parties had 
improved on 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans / 
Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

during virtual 
meetings.   

better internet 
connectivity and 
less disruptions 
(noise) 

advance to join 
the meetings 
from areas of 
better internet 
connectivity 
and less 
disruptions 
(noise). 

• Deviations will 
be reported to 
Chief 
Negotiators 

operating the IT 
gadgets for 
smooth 
participation in 
meetings.  

Status -  
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PELRC Northern Cape 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihoo
d (1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residua
l Score 

Action Plan Progress on 
Mitigation Plans 

NCPC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature) 

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided 
financial 
resources.                                               

• Inconsistency in 
implementation 
of CAs                                                       

• Ineffective 
dispute 
preventive 
measures / task 
teams 

Likely (4) Major 
(4) 

16 • Training 
requests are 
made on 
Collective 
Agreements or 
workshops as 
and when a 
request is 
received from 
parties on 
request by 
parties. 

• Manuals or 
documents on 
frequently asked 
questions on CA 
to be shared 
with the parties. 
 

Good 75% 4 Manager to 
request 
training on 
Dispute 
Prevention 
processes for 
new 
negotiators 
and to remind 
parties that 
training on CA 
would be 
provided on 
request. 

The residual score 
remained statis at 
low. 

A Task Team 
meeting on CA 4 
of 2018 will be 
held on the 15th 
April 2021 to 
reach a common 
understanding for 
the 
implementation 
thereof, failure to 
clear the 
misinterpretations, 
a workshop on 
specific areas of 
the CA will be 
requested. 

Training on the 
newly signed CA 2 
of 2020 was 
provided to the 
principals on the 
25th March 2021 
by the Provincial 
Training Team 
(PTT). 

Status -  
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihoo
d (1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residua
l Score 

Action Plan Progress on 
Mitigation Plans 

NCPC02 Irregular, fruitless 
and wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                    

• Poor 
performance by 
employees / staff 
bypassing the 
system 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major 
(4) 

16 • Monitoring 
postponements 
or cancellation 
of meeting on 
the day of the 
meeting                                                                                         

• The parties 
confirm the 
number of 
attendees in 
advance   

Very Strong 90% 1.6 Attendance or 
submission of 
confirmation of 
attendance 
form   to be 
continuously 
monitored to 
ensure 
availability 
before 
requisition 
purposes to 
SCM. 
Currently not 
applicable 

The residual score 
has decreased but 
remained within 
the low threshold, 
attributed to no 
irregular and 
wasteful 
expenditure was 
incurred for the 4th 
quarter due to 
meetings being 
held virtually. 

Status -  

NCPC03 Failure to comply 
with business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                             

• Lack of 
consequential 
management  

• Weak control 
environment. 

• Recurring non-
compliance audit 
findings. 
Possible 
irregularities.                         

Almost 
certain 
(5) 

Modera
te (3) 

15 • Provincial 
Manager 
engages the 
Senior Manager 
in the event the 
CWP is not 
properly 
implemented. 

• The PM utilises 
the official 
internal 
Submissions 
form to be 
recommended 
by the SM and 
CFO and then 
approved by GS. 
 

Weak 75% 11.25 Business 
policies and 
procedures are 
continuously 
monitored to 
curb non-
compliance. 

The effectiveness 
of the control is 
weak, in that, 
significant areas of 
non-compliance 
with provisions of 
CWP and other 
business policies 
and procedures 
were reported by 
IA. Hence the 
residual score has 
increased but 
remains within the 
medium threshold. 

Status -  

NCPC04 Non-attendance or 
postponements of 
meetings by 
parties 

Non-availability 
of party 
members 
(quorum not 
formed) 

Failure to 
achieve APP 
targets 

Almost 
certain 
(5) 

Major 
(4) 

20 • The dates on the 
year planner are 
compiled and 
agreed upon by 
all parties at the 
beginning of the 
year                           

Satisfactory 50% 10 The dates on 
the year 
planner to be 
revised every 
quarter and 
agreed upon to 
minimise 
postponements 

The residual score 
is kept the same. 
No postponement 
requests were 
received from 
parties, meetings 
were not held due 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihoo
d (1-5) 

Impact                         
(1-5)  

Residual 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residua
l Score 

Action Plan Progress on 
Mitigation Plans 

• Meeting notice is 
issued at least 
15 days before 
the meeting                        

to unavailability of 
the PM. 

The revised 
quarter 4 
2020/21 meeting 
schedule was 
adopted in a 
Special STANCO 
Meeting. 

Status -  

NCPC05 Poor 
quality/annual of 
the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Inadequate 
monitoring                       

• Poor 
coordination and 
collection of 
information                                    

• Poor 
performance 

• Impact on 
decision making. 

• Possible audit 
findings 

Almost 
certain 
(5) 

Modera
te (3) 

15 • APP targets are 
presented in 
STANCO 
quarterly to 
make parties 
aware of reports 
to be submitted 
for discussion in 
chamber.                                                        

• Reports are 
submitted in 
accordance with 
quarter targets. 
Upon receipt, 
reports are 
circulated to 
parties for 
analysis to 
prepare for 
discussion in 
meetings. 

Good 75% 3.75 Strengthen the 
review controls 
by the Senior 
Manager. 

The residual score 
has decreased 
from medium to 
low because the 
APP targets for Q4 
are achieved.  

No review notes 
raised by both IA 
and RM Manager 
not available yet. 

Status -  
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PELRC Mpumalanga 
Risk # Risk Description Root Causes Consequences - 

Leading to… 
Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

MPC01 High number of 
referred cases 
arising from 
Collective 
Agreements 
(nature).  

Incorrect 
interpretation of 
Collective 
Agreements due 
to non or poor 
attendance of 
training sessions 
by parties          

• Stretching of 
provided 
financial 
resources                                               

• Inconsistency in 
implementation 
of CAs                                                       

•  Ineffective 
dispute 
preventive 
measures / task 
teams 

Likely (4) Major (4) 16 • Training on 
Collective 
Agreements is 
provided (after 
signing of a new 
agreement or as 
and when a 
requested is 
received from 
parties)                       

• Dispute 
prevention task 
teams at 
provincial level 
in place 

Good 75% 4 Monitor the 
implementation 
of the 
Collective 
Agreement in 
Chamber 
meetings.  

The residual score 
is kept at low 
because there was 
no referred case 
arising from the 
implementation of 
collective 
agreements. 

The Province will 
continue to 
monitor the 
implementation of 
collective 
agreements in 
chamber 
meetings. 

 Status -  

MPC02 Irregular, fruitless 
and wasteful 
expenditure 

• Non-compliance 
with SCM laws 
and regulations                    

• Poor 
performance by 
employees / 
staff bypassing 
the system 

• Negatively 
affecting the 
financial 
statements of 
the ELRC 
(reputational 
damage)                                         

• Possible 
fraudulent 
transactions                               

Likely (4) Major (4) 16 Policies and 
regulations are 
in place 

Satisfactory 50% 8 Strengthen 
compliance to 
policies and 
regulations by 
capacity 
building and 
enforcing the 
implementation 
of policies and 
regulations. 
 

The residual score 
is kept unchanged 
because the MP 
office did not 
experienced IUFW 
expenditure in the 
quarter under 
review. However, 
there is a wasteful 
of R4200 carried 
over from the 
previous quarter 
not yet recovered 
nor condoned. 

Status -  

MPC03 Failure to comply 
with business 
policies and 
procedure  

• Disregarding of 
laws and 
regulations                                             

• Lack of 
consequential 
management  

• Weak control 
environment. 

• Recurring non-
compliance audit 
findings. 

Almost 
certain (5) 

Moderate 
(3) 

15 Consequence 
management in 
place 

Unsatisfactory 1% 14.85 Continuous 
capacity 
building and 
enforce 
consequence 
management. 

The effectiveness 
of the control is 
unsatisfactory. The 
office does not 
comply to 
business policies 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

Possible 
irregularities.                         

 and procedures 
(cut across). Hence 
the risk residual 
score has 
increased from 
medium to high 
bracket. 

Status -  

MPC04 Non-attendance or 
postponements of 
meetings by 
parties 

Non-availability 
of party 
members 
(quorum not 
formed) 

Failure to 
achieve APP 
targets 

Almost 
certain (5) 

Major (4) 20 • Year planner is 
compiled and 
agreed by all 
parties at the 
beginning of the 
year                            

• Meeting notice 
is issued at least 
15 days before 
the meeting      

• Itemise the 
matter into the 
agenda of 
STANCO for 
discussion to 
resolve on it. 

Satisfactory 50% 10 Continuous 
monitoring of 
existing 
controls 

The residual score 
is kept static at  
medium because 
the Province has 
had one meeting  
postponed during 
the quarter. The 
matter was 
discussed by the 
meeting of the 
STANCO meeting 
of December2020 
which resolved 
that the employer 
must ensure that 
reports are made 
available and 
circulated on time 
to avoid meetings 
from being 
postponed. As a 
result of the 
action plan 
performed all the 
meetings were 
convened and 
attended during 
the period under 
review. 

Status -  

MPC05 Poor 
quality/annual of 

• Inadequate 
monitoring                       

• Impact on 
decision making. 

Almost 
certain (5) 

Moderate 
(3) 

15 The requirement 
to submit a POE 

Unsatisfactory 1% 14.85 Improvement 
by the preparer 

The effectiveness 
of the control is 
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Risk # Risk Description Root Causes Consequences - 
Leading to… 

Likelihood 
(1-5) 

Impact                         
(1-5)  

Inherent 
Score 

Mitigation Plans 
/ Controls  

Control 
Effectiveness 

Control 
Rating 

Residual 
Score 

Action Plan Progress on 
Mitigation Plans 

the quarterly 
performance 
information report 
(pre-determined 
objectives) 

• Poor 
coordination 
and collection of 
information                                    

• Poor 
performance 

Possible audit 
findings 

to cross 
referencing the 
achieved 
reporting. 

(Manager) to 
ensure quality 
reporting and 
the reviewer to 
enable timely 
detection and 
correction of 
errors. 

unsatisfactory. IA 
issued a 
significant number 
of review notes on 
the quality of the 
MP 4th quarter 
report plus the 
submission of the 
POE. 

Status -  

 


